QoS

A solution for a world
with multiple services
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IT Manager Fundacio Barcelona Media
(early ends)
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WHY ?




Bandwidth growth

Normalized Traffic Demand
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Figure 1. Monthly peak-time downstream network traffic, normalized to the minimum
recorded level.

(a) Application volume shares, 2010. (b) Application volume shares, 2011.

Figure 4. Application traffic breakdowns for 2010 and 2011.
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The Enemies

Delay
— Serialization delay inversely proportional to BW
— Shaping/Queuing delay (increases)

Jitter
Bandwidth congestion
Packet Loss
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The Victims

VolP, Videoconferencing
Interactive Applications
Bussiness Critical Apps
Network Management
(P2P, illicit traffic)




The Saviours
Shaping & Policing
Queuing
Congestion Avoidance
Link Fragmentayion & Interleaving ( < 2Mbps)
Header & Payload Compression ( < 2Mbps)
Admission Control
Even More Bandwidth!




HOW ?

Implementing End-to-end QoS (DiffServices)

e Define Policies
* Classify & Mark
* Apply QoS Tools




Define Policies

LAN Categories:

* Voice Payload

* Video Payload

* Voice & Video signaling
* Network Management
* Mission Critical Data

* Best-Effort

e Scavenger (less-than-best-effort)




Define Policies

ISP Categories:

* Gold
— Low delay & jitter, Maximum BW

e Silver

— Guaranteed BW, maximum delay
& packet loss

* Bronze

— Mass media Users



Comparing Requirements

Comparing Voice, Video, and Data QoS Requirements

Critical

Bandwidth Delay Jitter Loss
Voice Payload Low to Medium Low Low Low
Video Payload Medium Low Low Low
Interactive
(2Way)
Video Payload Medium to High High High Low
Streaming
(1Way)
Video Signaling JLow Low Medium Medium
Voice Signaling [Low Low Medium Medium
Data: Low to Medium Low to Medium Low to Medium to
Interactive, Medium high
Mission Critical
Data: Not Variable, typically  [High High \Y O
Interactive, high
Mission Critical
Data: Variable, typical High High Medium
Interactive, Not Jmedium
Critical
Data: Not Variable, typically  [High High High
Interactive, Not jhigh




Classity

Where to classify: Define the Trust Boundaries
* At the Edges

* Perimeter

e At Distribution layer trust must be accepted!

ldentify each App based on:
* |Input interface

 MAC (or/dest)

* |P (or/dest)

* Port (or/dest)

e L7 Protocols




Marking

L2:

* CoS

* FRDE

e ATM CLP

L3:

* |P Precedence, ToS Byte
e DSCP

e MPLS EXP

Remarking. PHB (Per Hop
behaviour)

=



Marking - CoS

Ether
802.1Q/P Dest. Src |qype | Tag
Header P
gsig:ity VLAN ID
[ L Ll L L]

3802.1p

802.1Q Tag Field (2 bytes)

Needs 802.1q tag

routine 0
priority 1
immediate p)
flash 3
flash-override 4
critic/critical 5
internet 6
network 7




Marking - IPPrec / DSCP

ToS Byte —> IP Precedence 3 bits [0-7
DSCP 6 bits (last bit is always 0) [0-62

[P Precedence and IP DSCP Fields

8 bits

Precedence | Tlos | Ccu

IP Header, Byte 1 | TOS Byte Bytes 3-20
Before DiffServ

IP Header, . _
After DiffServ Byte 1| DS Field Bytes 3-20

DSCP ECN

[ I I I
8 bits




Marking - IPPrec / DSCP

DSCP Name DS Field Value IP Precedence
Binary Decimal
CSo 000 000 0 0
Cs1 001 000 8 1
AF11 001 010 10 1
AF12 001 100 12 1
AF13 001 110 14 1
CS2 010 000 16 2
AF21 010010 18 P
AF22 010 100 20 P
AF23 010110 22 2
CS3 011 000 24 3
AF31 011010 26 3
AF32 011 100 28 3
AF33 011110 30 3
Cs4 100 000 32 4
AF41 100 010 34 4
AF42 100 100 36 4
AF43 100 110 38 4
CS5 101 000 40 )
EF 101 110 46 5
CS6 110 000 48 6
CS7 111 000 56 7



Marking — MPLS EXP

Types of Label Switched Paths:
* E-LSP: 3 bits (remember CoS/IPP?)
e L-LSP: 345 bits. Uses MPLS Label

MPLS

Diff-Serv Domain

g .> /;/: , MPLS Hdr - ©

e Prec/DSCE
PreciDSCP e
copied to aee"

20 Bits 3 Bits 1 Bit 3 Bits



Remark - Per Hop Behaviour

i L
1M
i
CImC e+
L
-1
-DS Classifier recognizes BAs by a L
detailed examination of packet headers -The BA Classifier identifies BAs by looking at the DSCP field
- DS Marker sets DSCP fields based on -Routers apply PHBs to each BA
which BA it is a part of -Good QoS design typically implies same BAs throughout network
- Best performed near the source -PHBs may be different on each router and for each BA s ’
erver
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DS (Differentiated Services) 301
BA (Behaviour Aggregate)




End-to-End QoS

End-to-End QoS = Enterprise QoS + Service Provider QoS

7 QoS at the WAN QoS in the Service
QoS in Campus Edge CE/PE Provider IP Cloud Branch

Campus
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Gos—Savice Provider Coud
+ Speed and Duplex Settings « Layer 3 Policing, Marking + Capacity Planning
« Classification and Trust on IP + Multiple Queues on + DiffServ Backbone
+ Phone and Access Switch Switch Ports « Low-Latency Queuing
+ Multiple Queues on + Priority Queuing for VolP or MDRR
Switch Ports + WRED within Data Queue +* WRED

+ Priority Queuing for VolP for Congestion Avoidance




QoS Tools
Shaping & Policing
Queuing
Congestion Avoidance
Link Fragmentayion & Interleaving ( < 2Mbps)
Header & Payload Compression ( < 2Mbps)
Admission Control
Even More Bandwidth!



QoS Tools — Shape & Policing

Policer: Discard Packets. In & out
Shaper: Buffer exceeding Packets. Out only

Policing

JL. q Traffic Rate

Time Time

Traffic Rate
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Time



QoS Tools - Queuing

TX-ring
FIFO
Fair queue

Weighted queue (Class based)

Priority queue

-

Voice

S —
R

Scavenger

Strict Priority Queue

Queue 1l N N

--_’

Queue 2

Scavenger Queue
Aggressive Drop



QoS Tools - Queuing

Queue Size:

The bigger, the better

When too much is not enough?
Bufferbloat !




QoS Tools - Congestion Avoidance

RED / Weighted RED (WRED)
Problem: Global Syncronization
TCP Only!

Uncontrolied Congestion Managed Congestion with RED

Offered Load Over Time



QoS Tools - LFI

Basic Concept Behind LFI Tools

Interface Output Queue, no LFI

Delay
Sensitive
60 Byte 1500 Byte Packet
Packet

Interface Output Queue, with LFl, 300 Byte Fragments
300 Byte 300 Byte 300 Byte 300 Byte Delay 300 Byte
Fragment Fragment| | Fragment Fragment Sensitive| | Fragment
#5 of #4 of #3 of #2 of 60 Byte #1 of
Original Original Original Original Packet Original

Useful for slow interfaces ( <2Mbps)




QoS Tools — More Bandwidth!

In an ideal world Bandwitdth solves it all!

I'm not too fat, | just
need more bandwidth.

4




Hands on Lab

Dynamips (GNS3)

Switch C3560

VmWare

Wireshark / CacePilot Software



But... What about
Net Neutrality ?

BUT THEY SKY WELL ALL
BE BETTER OFF THIS WAY_.




If we start to give preference to packets from one source
what happens to all of the other, ordinary packets?

Gary R. Bachula, Vice President, Internet2



Thanks!

eloi.sarsanedas@madcoms.net
nacho.sancho@madcoms.net



