POLYGRAPH.io

Network Visibility as a Service

Josep Sanjuas, co-founder & CEO
jsanjuas@polygraph.io
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Companies depend on Networks

e-mail, databases, shared folders, VolIP, cloud...
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Downtime
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Network Downtime equals Cost

S42,000/h S5,600/min

_ avg cost of downtime
avg cost of downtime

(datacenters) on

“average loss per company > S3.5M/year”
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Why Network Visibility?

* |dentify congested links
* Detect unwanted applications

* Locate sources of congestion / bandwidth abuse
* Analyze performance issues

* Troubleshoot network malfunctions

e Security: detect attacks & anomalies

* Forensics: incident analysis

* Network capacity planning
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Two Families of Visibility Products

* Deep Packet Inspection

— Brute-force approach: inspect all packets

— High visibility at a very high cost

— Full network coverage often cost-ineffective

* Flow-based (NetFlow, IPFIX, sFlow..)

— Use traffic statistics exported by routers

— Lower cost but lower visibility

POLYGRAPH



POLYGRAH.io - Overview

* Flow based: instant deployment (SaaS)
* Enhanced visibility: “NetFlow on steroids”

* Aims for the best user experience
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Polygraph Demo fromLAMN~ | & | toLAN -~ 12-04-2014 - 12-04-2014 All applications « Top 10~

Top Addresses - from LAN

O Source

111.72.150.80 |

111.79.182.188

111.79.55.227

[ Destina

F120.181.1%
DNS
- 144 180,18

238622217

© World wide web
Direct Download
O Services and Others

© Streaming and P2P TV
File transfer

a & jsanjuas@gmail.com =

as

[ Destination

F111.78.68.238
F111.79.180.244

F111.79.97.48

111.78.201.151 - FET1925 g Encnied and Tunneling I L 111.79.127.127
111.79.151.181 - L 157 22 231 Games 1/ L 111.79.50.122
111.79.181.94 - -17923821 @ File Sharing P2P /1 L 111.72.41.109
111.79.158.140 L 70228101 Instant Messaging 1 L 111.79.81.25
111.79.8.112 -108.88.13¢ @ ail C 11 - 111.79.64.122
111.79.170.89 -152207.21 O Voice and Video over P | L 111.72.2.88
111.79.84.10 - L 152.2.87.215 245.15-5.220.134—1 [ L 111.78.158.75
SNMbis  4Mbls 2 Mbis 0 bis 2 Mbis 0 bis 5 Nbis 10 Mb/s
Top Autonomous Systems = Top Ports ==
[ Srefrom LAMN B Dstfrom LAM [ Sreto LAN [ Dstto LAM [0 Src from LAN B Dstfrom LAM [ Sreto LAN [ Dstto LAM
197518 | [ |- o751z g0 TcP | | [ fearce
52084 0] L 20407 2288 TCP | 1T L2z TeP
24120 - B L ganss 243 TCF (m_] L 223 ToF
47855 1] L 2482 52248 UDF - 1= L 53350 TCP
21752 Il L za1z0 1194 UDF 1] L azs0 TCR
Unknown — i L Unsnown 5080 UDF - (N L s0s0 UDF
17081 - 11 L 17081 £235% UDF | (N L 583 TCP
45542 11} L7028 22 TCP 1l L z0 TCR
8222 - 1] 270z £970 UDF — m L see1s TCP
12125 0 L a1z88 52833 UDF | i L 4321 UDP
50 Mbis 0 bis 50 Mb/s 20 Mbis 10Mbis  Obls 10 Mbis 20 Mbis 30 Mbis

Start: 12-04-2014 04:20

End: 12-04-2014 09:50

https: //demo. polyaraph.iof#
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Deployment Models: SaaS
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Deployment Models: Enterprise

¢t» DigitalOcean f [ |
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Enterprise: Multi-Tenancy

Branch B
Branch C
Branch A @

Nt

CslC
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POLYGRAH.io - Technology

* High visibility at the cost of software solutions
best visibility-to-cost ratio

* How? NetFlow + artificial intelligence

NetFlow on steroids: application identification, SSL
domain ID, attack & anomaly detection capabilities
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History

e Seed: collaboration UPC + CSUC

* |nitial use case: network operation aid in a
multi-tenant enviornment

* Draws on tech from research world
e 2 years ago: going comercial
e Spin-off of UPC-BarcelonaTech
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Application Identification

* |ssue: in flow-based monitoring, it is tough to
identify applications!

 Port-based identificationis not accurate

— many applications no longer use well-known ports

e Our solution: heuristic identification via
machine-learning
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Application Identification (2)

Capture network traffic in high-volume links
Collect NetFlow

Combine both inputs

Sl

Figure out heuristics automatically:
machine learning

5. Apply found heuristics to all customers
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Web Domain ldentification

e Web domains are not included in flow-level
data

— only IP addresses, ports, protocol, bytes...
e Other products...

— .. expect you to manually maintain mappings, e.g.,
1.2.3.0/24 is Facebook

* POLYGRAPH.io:

— does whatever it takes to figure out web services!
— check AS numbers, DNS, even actively connections

POLYGRAPH



Attack Detection

* Problems of other products:
— Attack detection often based on “patterns”
— Often hard to tell why an alarm fired
—Huge number of false positives
—What flows are part of an anomaly?
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Attack Detection (2)

* Qur solution:
— Behavioral analysis + continuous learning
e Continuouslearning:
— Keep a record of what is normal
* Behavioral analysis:
— Flag clusters of connections that seem related

e Combination:
— connections from *to 1.2.3.4:80 are normal
— connections from * to 4.5.6.7:80 are anomalous!
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Pre-Computing & Data Aggregation

e Other products take forever to get results
— e.g., “top talkers for last month”? 10 min
— severily limits their usefulness: can’t drill down

e QOur solution:
— Pre-compute many results at various time scales

* Target outcome:
— Be very fast for typical use cases

POLYGRAPH



Our Technology: Summary

* |dentification of applications & domains
— Heuristics figured out by machine learning
— Automatically identify web domains

e Attack detection

— Behavioral analysis + learning about the network
* Data pre-aggregation

— Resolve common queries fast
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Website + On-Line Demo

E Paolygraph Demo

c https://demo.polygraph.io/#/applications

[RGITTERT oYWl from LAN - | @ | toLAN~ I 12-04-2074 - 12-04-2074 l 21l spplizations - l bits/s -

Application Breakdown - from LAN ar Application Breakdown - to LAN Legend

See what happens in your . . L

© Flie Suarng 720

i Voloz 20 Viceo over

network. o Y e

@ Mall
AUT 2O \ @ Streaming and PR TV
Instant deployment, no extra hardware. \ *

Simply export your router's stats to our cloud. e Games
All major vendors supported via NetFlow/sFlow/IPFIX/jFlow.

check the demo s Temporal Evolution
»

from LAN

1. Configure your routers 2. Enjoy network visibility

. X 20 ?

10t

12:04-2014 00:00

13-04-2014 D0:00

https://polygraph.io




Polygraph Demo fromLAN~ | @& | toLAN~ 12-04-2014 - 12-04-2014 All applications ~ § bits/s + o | &jsanjuas@gmail.com ~ l

Application Breakdown - from LAN a Appli I=Ye Legend
@ World wide web
Direct Download )
© World wide web
Encrypted - 8.98% o @ i
ﬁ' 1 Services and Others @ Encrypted and Tunneling
Stream DMNS
| _ @ File Sharing P2P
VoIP - 14.52% © Streaming and P2P TV ]
. WWW - 40.24% . @ Streaming and P2P TV
File transfer WWW - 43 .54% @ Seni 40t
rzr-1 © Encrypted and Tunneling er\alces and hers
Games © Mail
© File Sharing P2P Yoice and Video over IP
Instant Messaging | File transfer
@ Mail © Gmail | DNz
SEOLoCATION FaF- 32185 Vioice and Video over IP IMAP [ Instant Messaging
1400:00 - 1204-2014 00:00 | O IMAPs [ Games
Lotus Notes
© POP
Temporal Evolution POPS a0
O smTP
from LAN SMTPs

200 Mbis

100 Mbis

100 Mbis

200 Mbis

to LAN

T T T T T T T
Sat 12 03 AM 08 AM 0% AM 12 FM 02 PM 08 PM 03 FM

. . e Y N, -
Start 12-04-2014 00-00 Y AN AL rtnminc AN

End: 13-04-2014 00:00 Sst',il/\f\x-’"'""-'-«-"mbfr»r“’"'-W"“\-""‘ﬁ'é-"m\’"_“’”w‘i‘:‘ A V\_.W.w\r‘ih&wwwem, v \punvr~'-.3§~'m\-.M_h,-w»—»g%fw_,__.«_..w. =
https:/fdemo.polygraph.io/#

traffic volume, breakdown by application
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Polygraph Demo fromLAN~ | @ | toLAN~ 12-04-2014 - 12-04-2014 All applications + bits/s < || &jsanjuas@gmail.com ~ I

Protocol Breakdown - from LAN s Protocol Breakdown - to LAN = Legend
TCP
— UDF-10.28% __, O UDP
ey T o~
uoF ns%/ II \ I| ICMP
__,_/ B N\ IPSEC-ESP
| 4 ' IPVG
| O GRE
O Ax.25
O PIM
TCP - 76.69%
TCF - 88.65%
Temporal Evolution a
from LAN
200 Mbss r||
|
|
________ II
oo e WNWWWﬂW
0 bis
WA L W APV WY A Y s v-‘.(f"\/"\’\/\/»"' L PPN R 1 AR AW
A e\ P W/ TN .f'v’ Ne
100 Mbis —| | L \ o ¥ ! I 1 ht f -v-'l\v-'. i
TL 1] | ] { X !
v . ! | " i A ATl
..' bl ] u'..l I/
I W WLl
200 Mbis 1 ¥
to LAN
T T T T T T T T T T T 1
04:20 08 AM 05:30 08 AM 08:30 o7 AM o730 08 AM 08:30 08 AM 08:30
a o X " a2 Aot o e, . . h
Start 12-04-2014 04:20 A A e A A hranAno I
End: 12-04-2014 09:50 a2/ TRy TGN g, s .k/\fi:agm,\,_vwm\,r“‘l'w“ \f"-f\}w"-ﬂ@lm\-.«g,-ww-”‘QBAIE'&‘-—-J-—H-»-'W---J'

protocol breakdown
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0o [ BRI from LAN~ | @ | toLAN~ § 12-04-2014 - 12-04-2014 | All applications ~ | bits/s ~ [ERER[IES o | &jsanjuas@gmail.com - I

Top Addresses - from LAN to LAN a
@ World wide web
O Source B Destina Direct Download B Destination
© Services and Others
111.75.150.80 [ | LR R R oNs P— T rrresanee
111.78.192.186 | I R PERERE ) I 111.79.190 244
B | © streaming and P2P TV LLMNR — N
111.72.85.227 [ | I LR R File transfer O MulticastDNS [ F111.72.97.26
111.72.201.151 L T [oresez: @ Encrypted and Tunneling I | F111.79.127.137
111.72.151.181 | | | 157.22.23¢ Games 1/ I 111.79.58.128
111.79.181.94 - . F17223.21 O Filg Sharing P2P = I 111.79.41.108
111.72.156.140 o . | 70,226 102 Instant Messaging /7 111788128
111.79.8.112 - 1 1086186 @ Mail 1 I 111.79.84.122
111.79.170.88 [ 15220721 O Vpice and Video over IP I 111.78.2.88
111.72.64.10 | I | 152.287.218 245.156.220.1341 1 1117515872
EMbz  4Mbls  ZMeiz Okl 2 Mbis 0bis 5 Mbis 10 Mbis
Top Autonomous Systems I=~1E) Top Paorts =
O srcfrom LA [ Dstfrom LAN O Srcto LAN [ Dstto LAN O sSrcfromLan [ Dstfrom LAN [ Srcto LAN [ Dstio LAN
s2084 [ I 20207 2288 TCP | F2z1ce
24120 ] 84329 443 TCF (] | 243 TP
47838 4 [IM] | 2232 82348 UDF I | 52280 TCP
21753 il | 24120 1184 UDF o o | 2550 TR
Uninown | 1] I Unsnown 5080 UDP (mN | 5020 uoe
17081 | m I 17081 52283 UDF | o | eszTce
45242 4 M | 7oz 22 TCP | N |20 Tce
8222 1] I 27102 8270 UDF - m | sea1s TCP
14125 1] | 21238 52325 UDP | i | 2241 UDP
50 Mbis 0bis 50 Mbis 20Mbis 10 Maeis  Obis  10Mbs 20 Mbi 20 Mbis
Fa b A\ R ;\" ™ b,
Start 12-04-2014 04-20 o L A A N N
r T ——— — — T T T T T 1
End: 12-04-2014 09:50 SafI2 A g VAT T g A .-va\ﬁﬂt‘w.v«wﬂ.ﬁSW~ —~yw \f«-.,gwm-.m,-W»Q%E'M_J.-m.»w---J
https:/fdemo.polygraph.io/#

top talkers (addresses, ports, autonomous systems)
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STIERBEORY from ABC~ &  10ABC~ || 23-03-2014-23-03-2014 | Allapplications « || biis/s _ # My account I © | &admin~ l
from ABC - Destination to ABC - Destination to ABC - Source

Autozoom =1y
111.79.160.0/19 I 111.79.168.0/21 | 111.79.168.0/22 111.79.170.0/24 | 111.79.170.151/32
57.6 Mb/s 46.1 Mb/s 34.5 Mbls 28.5 Mb/s 25.3 Mbfs

111.79.128.017
96.5 Mb/s
111.79.128.0/19
20.9 Mb/s

111.79.64.0/18 111.79.96.0119 | 111791120120 |
0.0.0.00 | 34.9 Mbis 25.9 Mbls 21.2 Mbls
189.5 Mbis
111.79.0.049 111.79.0.0/20 [ 111790021 111.79.0.0122
345 Mbls 28.2 Mbls 24.1 Mbls 19.9 Mbls
111.79.32.0/19
216 Mbls
Start =g A s o End
a \_J\V\,va_,\m_‘q_h____ e A e N B p oA u\m\,_\,uﬁﬁmww n
23-03-2014 : — . . . . . . 23-03-2014
- - e R A TR ;
00:00 MRy TV N A Vw%v-ﬂmﬁhvww'vj 01:00

subnetwork-level bandwidth hogs
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Polygraph Demo fromLAN~ | @ | toLAN~ l 12-04-2014 - 12-04-2014 l All applications + m & jsanjuas@gmail com « I
from LAN - Source from LAN - Destination

Traffic Location a

to LAN - Destination to LAN - Source

Mountain View: 512.6 kbis |

Pt o

Start: 12-04-2014 04-20 A P NN _,.-._.._.‘ﬂ"\. . A, A MRS A A
End- 12-04-2014 00-50 SstL_‘lZ_m__/"-_a_.""""'-" e 'Ja:mr ~ T 08 AW _'_\‘""‘\““‘qg;&uv o _jzlel\}‘\ RPN I,&B‘IPM.-.._. — r._f-.ID,‘:-AIE'M-__,V_‘ /.-\.,\._./-DB,,IE'y _____ e )
§ n LA A o \ A .
! b v

traffic geolocation (origins & destinations)
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o Anomaly #2126684: Application Layer From 12-04-2014 09:22 - To 12-04-2014 09:34

Information Text Intervals Flows B Show flows

Protocol View Source

from LAN SENTINEL

Source Destination

179.238.212.146

Traffic

23.9 M bits (0.01%) 3 M Bytes (0.01%) 2.8 k packets (0.01%) 2.7 Kk flows (20.91%)

anomaly and attack detection with automatic baselining
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Polygraph Demo fromLAN~ | @ | to LAN =~ 12-04-2014 - 12-04-2014 All applications + bits/s + o | &jsanjuas@gmail.com ~

|#| from LAN

‘ Search flows:

|| to LAN (swapped src-dst)

| to LAN
Retrieved 444 flows from 666,510 in 1.294 seconds !
Src Port
Dst Port
Showing 1 to 17 of 444 flows
s Protocol any v
Start & End Src Addr 5. Port Dst Addr D. Port Protocol Src ASN (vl Exporter
20140412 04:19:36.215 | 2014-04-1204:20:12.315  111.79.61.35 4438 0.182.154.184 22 TCP 1597518 18 84.8.215.18
ASN | Source . Destination
20140412 04:19:41.332 | 2014-04-12 04:20:21.757  111.79.61.35 2830 3.118.191.170 | 5300 TCP 1597518 1 84.8.215.18
20140412 04:21:37.207 | 2014-04-12 04:22:25006 111.79.61.35 2830 3.118.191.170 | 5300 TCP 1597518 1 84.8.215.18
Exporter
2014-04-12 04:21:59.568  2014-04-12 04:22:56.089 111.73.61.35 4501 0.182.154.184 22 TCP 197518 18 84.8.215.18
2014-04-12 04:22:41.936 | 2014-04-1204:22:41.836 111.79.61.35 2830 3.118.191.170 | 5300 TCP 1597518 1 84.8.215.18
Bytes Min - Max
2014-04-12 04:24:08.657 | 2014-04-1204:24:08.897 111.79.61.35 4503 0.182.154.184 22 TCP 1597518 18 84.8.215.18
20140412 04:24:32.957 | 2014-04-1204:25:22.194  111.79.61.35 2290 2.118.191.170 | 5800 TCP 197518 fed 84.8.215.18
Packets Min - | Max
20140412 04:25:44.648 | 2014-04-12 04:28:45.184 111.79.61.35 2830 3.118.191.170 | 5300 TCP 1597518 1 84.8.215.18
2014-04-12 04:26:59.284 | 2014-04-12 04:28:09.351  111.79.61.35 2830 3.118.191.170 | 5300 TCP 1597518 1 84.8.215.18
Cancel Search
20140412 04:28:55.867 | 20140412 04:27:27.135 111.72.61.35 4507 0.182.154.184 22 TCP 197518 18 84.8.215.18
20140412 04:28:14.352 | 2014-04-12 04:22:06.651 111.79.61.35 2830 3.118.191.170 | 5300 TCP 1597518 27102 158000 3599 __PA_ Skpe 84.8.215.18
2014-04-12 04:28:54.408 | 2014-04-12 04:28:21, 111.79.61.25 4508 0.182.154.184 22 TCP 1597518 187188 1968800 2400 __PA_ SSH 84.8.215.18
20140412 04:23:28 144 | 2014-04-1204:20:01.779  111.79.61.35 2830 3.118.191.170 | 5300 TCP 1597518 27102 144000 3589 A_  BitToment 84.8.215.18
20140412 04:31:04.917 | 2014-04-12 04:21:57.897  111.79.61.35 2830 3.118.191.170 | 5300 TCP 1597518 27102 238858 8000 A_  BitToment 84.8.215.18
20140412 04:31:13.986 | 2014-04-1204:31:51.224  111.79.61.35 4515 0.182.154.184 22 TCP 1597518 187188 144000 3589 A_ SEH 84.8.215.18
20140412 04:32:23.424 | 2014-04-12 04:32:23.424  111.79.61.35 2830 3.118.191.170 | 5300 TCP 1597518 27102 42000 | 1200 A_  BitToment 84.8.215.18
20140412 04:33:40.016 | 2014-04-1204:24:21.256  111.79.61.35 4528 0.182.154.184 22 TCP 1597518 187188 328400 2539 __PA_ SSH 84.8.215.18
+«— Previous - 2 3 4 5 6 7 8 9 10 11 MNext —
. . o -
N . Y NV LY P Vo N T
Start 12-04-2014 04:20 e N Aot WS odts ool b N
1 T T T T T 1
- 4904 - “OVTREAMTT T ga am | 12 B gy BT P AOBEM_ o DM
End: 12-04-2014 09:50 \'Lf‘ V-V\HVV\V\VH«W-W« Y \\J'N“’A\'[ W o ~PIEM o

indexed traffic database for forensic analysis
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Polygraph Demo fromLAN~ | @ | toLAN~ l 12-04-2014 - 12-04-2014 l All applications ~ bits/s o | &jsanjuas@gmail.com ~ l

Periodic reports configuration aF ‘
No periodic report configurations
D Full daily report.pdf
Hame “ Periodicity Next report Users )
C' [ file:///C:/Downloads/Full%20daily%20report.pdf
Mo data available in table |
Full daily report 2014-04-01 - 2014-0
Application Breakdown
« Previous Next —
Application groups from ABC
Repaorts
# Application group  Volume Percent Prev. # Prev. vol.  Pre
110 3 of 3 reports 1a P2P 105.1 Mb/s +253 Mb/s 303% +51% 2 79.8 Mb/s 345
2V Www 90.6 Mb/s  +5.0Mb/s 339% -28% 1 856 Mb/s 36.€
Name “ Download = Encrypted 395 Mb/s —221.1kb/s 14.8% —22% 3 39.7 Mb/s 17
: = VolP 175 Mb/s  +22Mb/s  65% —0.0% 4 153 Mb/s 6.59
L SETTTTE RE E 54 Mail 54 Mb/s  +12Mb/s 20%  +02% 6 42Mb/s 18
Weekly Top addresses report 1 & Download (43.8 KB) 6 ¥  Streaming 4.6 Mb/s —96.1 kb/s 1.7% —03% 5 4.7 Mb/s  2.0¢
= Others 31Mbfs  +4343kb/s 1.2% +0.0% 7 2.7 Mbfs  1.19
\Weekly Top addresses report 2 & Download (43.7 KB) = File transfer 1.4 Mbjs  +608kb/s 05%  —01% 8 14 Mb/s  0.6°
9= [DNS 2616 kbfs  +406 kb/s  0.1% +0.0% 9 221.0 kb/s 0.1°
10 = |Instant Messaging 150.0 kb/s  —8.7 kb/s 0.1% —0.0% 10 158.6 kb/s 0.1°
11 = Games 3421bfs —6440b/s 0.0% —0.0% 11 986.1b/s  0.0°
f e \ = s pos, -
Start 12-04-2014 04:20 L Al Aan o P A N
I T 1 T T T T T 1
- - Sst s = VT O AN T T e A, 12 PM oy AP ! _ PSR- X — l
End: 12-04-2014 09:50 sl12 A oD U qoA V"\/“”‘V“\{‘W“W""” ~y YWV N
https://demo.polygraph.io freports freport/71/download

automated downloadable reports




https://polygraph.io

Talaia Networks, S.L.
K2M - Parc UPC Campus Nord
C/JordiGirona, 1-3
Barcelona (08034) Spain
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