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RIPE Atlas 3

 Internet data plane monitoring for the community,
by the community

o
R
' 0 » ¢
e,
5 - T ®e
¥ . o0 @
INoTthIAtIan tic £ &3 1P M o
Ocean: . , | °® o
. 0‘. ® o ©
® .09 o...
%o o @
e Py
. o o
® & e e
®SOUTH AMERICA o . g
° , 4 ' > ' °
$ * Po @ ® e
) ® . ®
5 AUSTRALA @
¥ o L
ISouthlPacific ® A P G
@

© OpenStreetMap contributors @ CartoDB, CartoDB attribution

htips://astrikos.cartodb.com/viz/d9cdef7c-465a-11e5-83b0-0e4fddd5de28/public_map R I P E
W NcC




RIPE Atlas in Spain 4
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Logistics and growth s

e Change in the distribution strategy
- Focusing on RIPE NCC members without probes
- Cooperation with other RIRs to reach out to their members

- Only buying probes using sponsorship money

e Jotal:
- 8.600+ active probes, 14.000 distributed

- 135 active anchors, 200+ applications

- almost 1.000.000 measurements in total!!!

e 35.000 user-defined measurements weekly

e Growth:

- One anchor activated, two new applications every week
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New features 6

« New measurement types: HTTP, NTP, TLS

e Data streaming: results & probe connection status
» Better Uls and APIs

* Probe tagging

 Interesting use cases

- Are the local paths staying local? What is the impact of
IXPs? IXP-country-Jedi

- Visualising network outages
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Better probe Ul |7

Filter by id/asn/location/country/descriptior | Connected j IPvaivE j Any Country jn

My Probes My Favourites My Hidden Probes My Sponsored Probes My Ambassadored Probes Public Probes All

Id “ ASNv4 ASNv6 Country Description

22625 5607 iNJZZ  Rural ADSL (soon upgrading to fibre) P ro b e #1 0001 = @ 4 days, 16 hours
e #10001

22620 11426 118 Timber Hitch v3 General Network Built-in Measurements User-defined Measurements
Architecture
) ) tl-mr3020
22617 38229 PGIM, University of Colombo General Information Connection & Traffic [} g o
Id 10001 @ Bits/s () Packets/s F8:D1:11:A9:F0:90

| B [ &

22603 58381 DNS Entry Off

Wowrack Indonesia
Shared Yes

Publicly

Het I]

22591 6830 6939 Home Berg

22616, e MAC Address F8:D1:11:A9:F0:90
22613 6697 M b Architecture  tl-mr3020
i oroz's probe —
22609 58445 - Dutch-Bangla Bank Limited Sponsor RIPE Atlas 04:00 08:00 -
Firmware 4680 () +
Version
22608 6079 =  NYprobe . -
& 4 days, 16 h
= Router Type  ASUS RT-N66U Connected Time ays, 16 hours [ l
22604 54858 54858 &= jvoseattle Bandwidth 20 Kbit/s
— Limit
—

UserTags [ XD 0I5
SystemTags  [KED

Resolves AAAA Correctly
1Pv4 Works
Management Sharing

Only the probe host is permitted to administer this probe.

Notifications

e See https://atlas.ripe.net/probes/
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https://atlas.ripe.net/probes/

Better measurement Ul .
Measurements

Filter by target and/or description Any Status j IPv4/ve j All types j Of all time j n

My Measurements My Favourite Measurements My Hidden Measurements PL c N M

Id Type Target Description
1911668 O annamaria IPv4ahttp  163.117.253.7 HTTPGet port 7443 w Costs summary m Definitions

mandalari subset 9 of 200 probe:

) Daily cost: 300 credits

1911667 O annamaria IPv4 http 163.117.253.7 HTTPGet port 7443 w > pi )

mandalari subset 8 of 200 probe: Ping measurement to www.caida.org b 4
1911666 O annamaria IPvdhttp  163.117.253.7 HTTPGet port 7443 w ‘ I
1911665 O annamaria |Pv4 http 163.117.253.7 HTTPGet port 7443 w

mandalari subset 6 of 200 probe:

By scheduling this 5

1911664 O annamaria IPvahttp  163.117.253.7 HTTPGet port 7443 w measurement, your total m AesEasnes

mandalari subset 5 of 200 probe: daily consumption will be

40.7% of your daily income Worldwide 50 x

1911663 O annamaria |Pv4 http 163.117.253.7 HTTPGet port 7443 w

mandalari subset 4 of 200 probe: You will not run out of
1911662 O automat IPvaping  no-osl-as39029.anchors.atla... ATLAS Self-test N8 credits in a year

atlas -—
1911661 O FANOU IPv4 trace... 41.206.64.93 UDP Af-tr4 to

Roderick 41.206.64.93 m Timing

id:Gg_cache_in_AF ... ¢ ' . !
9 p \
1911660 O annamaria IPvahttp  163.117.253.7 HTTPGet port 7443 w ‘% %13 = % This is a One-off:
. M ™
H . s % ¢ start time:
M Balance
[ Total Expenses Now o

v Measurement APl Compatible Specification

$ curl --dump-header - -H "Content-Type: application/json" -H
"Accept: application/json" -X POST -d {
"definitions": [

e See https://atlas.ripe.net/measurements/
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https://atlas.ripe.net/measurements/

Using probe tags K

» Users can tag their probes any way they like

- The commonly used tags are available to everyone

e The system also tags them automatically:
- (Non)working IPv6, IPv4, DNS (A/AAAA)...

e Use these tags when scheduling measurements:

- Measure from home or data centre probes

User Tags Cable Home NAT

- Measure from broken or working Syslem Vi) 'Resoives A Gorrely

Tags
Resolves AAAA Correctly

IPVG probes P Works

- Combine this with other filters (eg. country)

e See https://atlas.ripe.net/docs/probe-tags/
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https://atlas.ripe.net/docs/probe-tags/

New measurement types | 10

« HTTP: query web servers (anchors only)

« NTP: query Network Time Protocol (NTP) servers

- https://labs.ripe.net/Members/philip homburg/ntp-
measurements-with-ripe-atlas

e TLS check

- Check for protocols, ciphers, certificates...
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https://labs.ripe.net/Members/philip_homburg/ntp-measurements-with-ripe-atlas

APIls, APIls, APIs | 11

e Measurement API:

- Query/search, create, change, stop, ...

- Download results, latest results, state checks, ...

- Parse results: https://atlas.ripe.net/docs/sagan/

« Probe API: query/search, probe archive (bulk
access)

* Result streaming: results and probe connections

» See https://atlas.ripe.net/docs/
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https://atlas.ripe.net/docs/sagan/
https://atlas.ripe.net/docs/

Data streaming APIs | 12

e Data result streams

- Real-time access to data (“drinking from the firehose”)
- Can listen to the incoming data of public msms(s)

- WebSocket clients + legacy support using polling

- Allows for really cool visualisations

- Has short-term memory and can also replay historical data,
optionally at faster or slower speed (bullet time for RIPE Atlas
data - yay!)

* Probe connection streams
- Similar to results, but about probe connections/disconnections
- Annotated by ASN/prefix/country...

« See https://atlas.ripe.net/docs/result-streaming/
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https://atlas.ripe.net/docs/result-streaming/

Are local paths staying local“ | 13

IXP IPs: YES, out-of-country IPs: NO
IXP IPs: NO, out-of-country IPs: NO

[} IXP IPs: YES, out-of-country IPs: YES
IXP IPs: NO, out-of-country IPs: YES
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https://labs.ripe.net/Members/emileaben/measuring-ixps-with-ripe-atlas

https://labs.ripe.net/Members/emileaben/measuring-countries-and-ixps-
iIn-the-see-region

https://qithub.com/emileaben/ixp-country-jedi

https://github.com/RIPE-Atlas-Community/openipmap
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https://labs.ripe.net/Members/emileaben/measuring-ixps-with-ripe-atlas
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https://github.com/RIPE-Atlas-Community/openipmap

Visualising network outages | 14
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https://labs.ripe.net/Members/emileaben/facebookdown-and-what-internet-data

Plans for the rest of the year | 15

« New measurement types

- http measurements towards anchors

- WiFi probe
e APIs for anchors, anchoring measurements
» Data streaming access to historical data

e Improve on OpenlPMap

e Security review

» Webinar coming up this summer

e Expansion goals: 150 anchors, 10,000 active probes
http://roadmap.ripe.net/ripe-atlas/
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https://marmot.ripe.net/openipmap/
http://roadmap.ripe.net/ripe-atlas/

Learn more and get in touch | 16

« Mailing list: ripe-atlas@ripe.net
» Blog: https://labs.ripe.net/atlas
« Twitter: @RIPE_Atlas

e Tickets: atlas@ripe.net

» Everything: https://atlas.ripe.net
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K.root-servers.net



http://k.root-servers.net

K-root (AS25152) | 18

e One of the 13 Internet root name servers
e Operated by RIPE NCC since 1997

Leaflet | Map data © OpenStreetMap contributors
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K-root (AS25152) | 19

e One of the 13 Internet root name servers
e Operated by RIPE NCC since 1997

Queries by Node
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K-root (AS25152) | 20

e Service provided by a set of distributed nodes
anycasting:
- 193.0.14.0/23
- 2001:71d::/32

e Each site, one or more servers running:

- BIND
- Knot
- NSD
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K-root (AS25152) | 21

« RSSACO002 metrics
- ICANN's Root Server System Advisory Committee

- Available at www-static.ripe.net/dynamic/rssac002-
metrics/

- Currently publishing
e load-time
e rcode-volume
e traffic-sizes
e traffic-volume
e UNIque-sources

e ZONE-Size
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http://www-static.ripe.net/dynamic/rssac002-metrics/

K-root (AS25152) | 22

 Traditionally, two types of sites

- Global
e 5 sites: DE, JP, NL, UK, US
e 3 servers per site
« Router, switch, powerful hardware
- Local
e 10+ sites: AU, CH, IT, IS, PL, RU...
 Router, modest hardware

e Smaller footprint

ESNOG16 | Barcelona - Spain | 17 September 2015




K-root (AS25152) | 23

« EXpansion plans add two new types
- Hosted
- X
e Simplified peering management
- Hosted: default+FHRP, single BGP session

- |X: transit feed, route servers

e Varied footprint
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K-root (AS25152) | 24

ID
Country DE

Status Connected (2015-09-08T15:45:26+02:00)

IPV4 ASN 3209
Response Time 38.656

Data ns1.de-kae.k.ripe.net
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K-root (AS25152) | 25
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K-root (AS25152) | 26

 Requirements to host a new K-root node

- Fill in questionnaire
- Sponsor hardware and colo
- Sponsor connectivity
- 00B
- Management interface
- Service interface
- Sign MoU
- Handover to RIPE NCC/Gll
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K-root (AS25152) | 27

e Questionnaire

- Contact information
- Hosting facilities
e Physical security
« Power supply
- Hardware and network
« Bandwidth requirements
 Prefix propagation plans (hosted)
e Route servers (IX)
e Pingable target

e dig -{6,4} @k.root-servers.net ch txt hostname.bind

5 S,
Y 4 BN
[ & s1ARY
jgod:a® 008"
8 1

ESNOG16 | Barcelona - Spain | 17 September 2015 =
W NCC




K-root (AS25152) | 28

Server minimum requirements:

1. Dell PowerEdge R2xx family server (current model is R220). Anything better, such as
R320 or R420 is also acceptable.

. At least 16 GB of RAM

. At least a dual-core processor (but we prefer more cores to faster processors, so
quad-core is better)

4. At least 2 Gigabit Ethernet ports (the two on-board ones will be fine)

5. No operating system (we will install CentOS)

6. PERC H310 hardware RAID adaptor

7.2 x 500 GB 3.5" 7.2K RPM SATA drives

8

9.

1

W N

. Rack mount rails
Appropriate power cord for the region where the server will be installed
0. iDRAC 7 enterprise (NOT Express)
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Routing Information Service




RIPE RIS (AS12654) | 30

» Route Collector system

- Control plane info for the community, by the community
- Data for RIPEstat: https://stat.ripe.net/

« We’re doing an overhaul
- https://ripe70.ripe.net/archives/video/112/

OLD NEW

Quagga based ExaBGP based

11+1 route collectors (RRCs) 3 route collectors

MRT files JSON (+ MRT for backward compat)
No room for growth Plenty room for growth!

production beta
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https://ripe70.ripe.net/archives/video/112/

Old CO"eCtOrS Current Status | 31

e 12 active collectors

- 1 multihop collector in Amsterdam

- 11 local collectors at IXPs around the world
» Quagga-based

- Store BGP updates in MRT format every 5 minutes
- Store BGP table dumps in MRT format every 8 hours
- Provide looking-glass query via RIPEstat

- Data archived since 1999

e Has been static for some time

- Most recent collector added in 2008

ESNOG16 | Barcelona - Spain | 17 September 2015




Old COIIGCtor Scaling iSSUQS New developments | 32

e Current Quagga implementation
» Single-threaded

- Not as scalable on modern multi-core CPUs

e Locks updates during table-dump process

- Requires that dump completes before the hold timer
expires, or BGP session will drop

e« Some data consistency issues

- Sometimes updates are missing from the update dumps at
the time of a table dump

- This makes it difficult to accurately rebuild BGP state at an
intermediate time, if updates are not reliable in-between
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OngOing WO rk Current Status | 33

« Back-end replacement
- Migration from old MySQL architecture

e Scaling problems - needed a MySQL server per
collector in some cases

« Data retention - MySQL stored about 3 months per
collector

- Replaced with Hadoop
« Horizontally-scalable processing and storage cluster

« Map/Reduce performs data import, processing, and
historical aggregations

« HBase serves live queries from RIPEstat
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“New RIS”

| 34

e Current status: In beta

Remote Location

|
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“New RIS” | 35

External Users

RIPE NCC : and Applications
Network
(MRTS-minute || RIS RawData 3
update writer ' Archives '
7 |
: BGP State MRT table
RRC UEGP | Machine dump writer

dates

RRC ‘1 ——)
NCC Message o4 | BGP State Looking
Queue Cluster ' Machine | glass )

RRC RIPEstat

= | HBase [ . | HBase

Inserter [ " | Database

Streaming —
e Pub/Sub -
Distributor conped

Stream
Consumer

Streaming
Front-end




Streaming interface

New developments | 36

* Same as the RIPE Atlas Streaming interface
* Diagram below from Massimo Candela’s presentation on Monday

Plenary session, RIPE 70

Controllers —_—

Stream02

v y g
( Python Python Python ( Python
C C

onsumer Consumer Consumer onsume

]

\\/

(NOd&JS) (NodeJS) (NodeJS) [NOd&JS]
N\ /7

nginx

Y =
( Python Python Python ( Pythonw
C C r

onsumer Con sumer Consumer onsume

\\/

[NodeJS) [NOd&JS] (NodeJSj (NodeJS]
N\ /7

nginx
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Use case: visibility (RIPEstat preview) | a7

Visibility Location Details of AS3333

[ |
IPv4 IPV6
® IXP . . Lo L . IPv4 IPV6 N
RRC = . < Location v peers v peers N N, v
Location . . Visibility Visibility
seeing seeing
. . RRCO0 RIPE-NCC AU, 150f 15 10 of 10 100% 100%
consistently visible?
[ .
RRCO1 LINX Lon}gzg;‘mmd 10 0f 10 90f9 100% 100%
AMS-IX / Amsterdam,
0, 0,
RRCO3 "L Netherande 8 of 8 12 of 12 100% 100%
RRCO4 CIXP Geneva, 70f7 4of4 100% 100%
Switzerland
RRCO5 VIX Vienna, Austria 6 0of 6 7 of 7 100% 100%
RRCO6 DIX-IE Tokyo, Japan 10f1 10f1 100% 100%
RRCO7 Netnod Stsovflzzz'r:“' 20f2 4of4 100% 100%
RRC10 MIX Milan, Italy 10 of 10 70f7 100% 100%
RRC11 NYIIX New YS:‘ City, 8 0of 8 8 of 8 100% 100%
RRC12 DE-CIX :::nli?,:; 150f 15 20 0f 20 100% 100%
Moscow,
RRC13 MSK-IX Russian 120f12 5of5 100% 100%
Federation
RRC14 PAIX Palo Alto, US 6 of 6 60f6 100% 100%
RRC15 PTTMetro 11 of 11 8 of 8 100% 100%
RRC18 Test-RRC 20f2 10f1 100% 100%
RRC20 Test-RRC ) 8of 8 70f7 100% 100%
Switzerland
RRC21 Test-RRC Paris, France 11 of 11 10 of 11 100% 91%
¥ List of RIS peers not seeing AS3333
Show 10 entries Search:
RRC =~ City v PeerAS T PeerlP & BGPTable & PrefixCount &
RRC21 Paris, France 49463 2001:7f8:54::145 IPv6 23901

https://stat.ripe.net/widget/visibility



https://stat.ripe.net/widget/visibility

AS path length

(RIPEstat preview)

| 38

AS Path Length (57734)
Reload this widget by entering a resource here
LINX, London
MSK-IX, Moscow

Netnod, Stockholm

CC Multihop, Amsterdam

NYIIX, New York City

PAIX, Palo Alto

PTTMetro, Sao Paulo VIX, Vienna

DIX-IE, Tokyo CIXP, Geneva

MIX, Milan

Showing results for AS57734 as of 2015-09-14 08:00:00 UTC

LY
L

B Minimum
W Average

AMS-IX/NL-IX/GN-IX, Amsterdam

DE-CIX, Frankfurt

6 Query time has been set to latest time data is available for (2015-09-14 08:00 UTC)

source data

embed code permalink info

L

AS Path Length (29075) ¥ %

Reload this widget by entering a resource here

LINX, London .
B Minimum

W Average
Test-RRC, Barcelona @ Average (no prepending)

MSK-IX, Moscow Test-RR(

Netnod, Stockholm

CC Multihop, Amsterdam

NYIIX, New York City AMS-I1X/NL-IX/ GN-IX, Amsterdam

PAIX, Palo Alto DE-CIX, Frankfurt

PTTMetro, Sao Paulo VIX, Vienna

DIX-IE, Tokyo CIXP, Geneva

MIX, Milan

Showing results for AS29075 as of 2015-09-14 08:00:00 UTC

6 Query time has been set to latest time data is available for (2015-09-14 08:00 UTC)

source data

embed code permalink info

FrancelX

IELO

e Which location has short AS paths for a particular

AS?

https://stat.ripe.net/widget/as-path-length



https://stat.ripe.net/widget/as-path-length

| 39

AS path length for Content

K A
U

AS Path Length (15169)

X A
¥ ¥

Reload this widget by entering a resource here AS Path Length (2906)

Reload this widget by entering a resource here

LINX, London

W Minimum
W Average

MSK-IX, Moscow LINX, London

Test-RR W Minimum

W Average
Test-RRC, Barcelona Jl /" Average (no prepending)

Test-RRC, Paris

MSK-IX, Moscow

Netnod, Stockholm
Netnod, Stockholm

CC Multihop, Amsterdam CC Multihop, Amsterdam

NYIIX, New York City AMS-IX/NL-IX/ GN-IX, Amsterdam NYIIX, New York City AMS-I1X/NL-IX/ GN-IX, Amsterdam

PAIX, Palo Alto

PAIX, Palo Alto DE-CIX, Frankfurt

PTTMetro, Sao Paulo

PTTMetro, Sao Paulo VIX, Vienna

DIX-IE, Tokyo

MIX,

DIX-IE, Tokyo CIXP, Geneva Milan

MIX,

Milan

fee AenanE

== ~¢7n1e 09.14 08:00:00 UTC

“

Showing results for AS15169 as of 2015-09-14 08:00:00 UTC

L
U

AS Path Length (20940)
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Come peer with us | 40

e http://www.ris.ripe.net/cqi-bin/peerreq.cqi

RIS Peering Request Form

We are soliciting dual-stack peerings at: rrcO4 rrc06 rrcO7 rrc10 rrc11 rrc13 rrc14 rrc15 rre18 rrc20 rrc21

Please supply us with your full, default-free feed, exactly as you would announce it to your customers

ontact name
tact e-mail* -
CIXP (RRC04)
ontact phone DIX-IE (RRCOB)
0OC e-mail* I Netnod (RRCO7)
MIX (RRC10)
OC phone NYIIX (RRC11)
MSK-IX (RRC13) I
S Number* I PAIX (RRC14)

eering IPv4 Addres! PTTMetro (RRC15)
: CATNIX (RRC18) _
eering IPv6 Add’°4 SwissIX (RRC20) |
IS Route Collector* ¢ FrancelX Paris/Marseille (RRC21)
|

S Macros

outer vendor

S version



http://www.ris.ripe.net/cgi-bin/peerreg.cgi

What feed do you give us? | 41

 In the past we’ve asked for “Full Table” (ie. as if you
were giving RIS transit)

e Lots of RIS peers provide other feeds
 Typically “peering”
e Result: Many different types of RIS peers

- Harder to understand in data consumption/analysis

- Potential fix for that in the works:

- draft-ymbk-grow-bgp-collector-communities

o differentiate “customer cone”, “external”, and
“internal” routes, using additional BGP communities
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https://datatracker.ietf.org/doc/draft-ymbk-grow-bgp-collector-communities/
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