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Securing a Multicast Network – A gend a
� Background / Introduction
� S e curing a M ul ticas t N e tw ork
� M V P N S e curity  O v e rv ie w
� M ul ticas t and IP s e c
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� M ul ticas t and IP s e c



B ack gro und
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G eneral C om m ents
� M cas t op tim is ation dif f e re nt f rom  unicas t

Unicast: Optimise around topology
M cast: Optimise around applications

� M cas t attack s p e cif ics :  
H ard to attack  end system ( receiv er driv en)
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H ard to attack  end system ( receiv er driv en)
B ut can create state,  attack  netw ork

F ocus on state ( Unicast attack s also on b andw idth )
� M cas t p acke ts :  data p l ane  * and*  control  p l ane

� C omplicates security



Z ones of  T rust:  SP  C ore

SENDER REC EI V ER

RP

DR DR
I G M P
M L DP I M

M SDP
o t h e r

d o m a i n s

m c a s t
P I M
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m c a s t m c a s t

� Z one  of  trus t:  D e f ine s  “ trus te d” and “ untrus te d”
( not 1 00%  reliab le def inition;  ignores insider attack s)

� S im p l if ie s  s e curity :  
S ecure b oundaries: M cast,  I G M P/ M L D ,  M S D P

� Bas ic ide a:  Bl ock e v e ry th ing e l s e  ( e g P IM ,  if  not ne e de d)



T h reats
� C onf ide ntial ity :  e av e s drop p ing on m cas t
s tre am s

� T raf f ic inte grity :  m odif ication
E .g.: control plane traf f ic,  eg: PI M ,  OS PF

� “ S e rv ice  inte grity ”:  

G D O I
(G E T  V P N )
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� “ S e rv ice  inte grity ”:  
E .g.: unauth orised senders or receiv ers

� A v ail ab il ity
V arious f orms of  D oS  attack s,  resource 
starv ation

g en er al 
m u lt icas t
s ecu r it y



Securing a 
Mul t icas t  
N et w o rk
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N et w o rk



Securing a Multicast Network
� S e curing a N e tw ork E l e m e nt
� S e curing th e  N e tw ork
� S e nde r / S ource  is s ue s
� R e ce iv e r is s ue s  – C ontrol l ing IG M P
� A dm is s ion C ontrol
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SENDER REC EI V ER

RP

DR DR

m c a s t m c a s t

I G M P
M L DP I M

M SDP
o t h e r

d o m a i n s

m c a s t
P I M



Securing a 
Network E lem ent
� G e ne ral  route r s e curity

ph ysical security,  strong passw ords,  secure protocols,  A A A ,  …
� P rote cting th e  control  p l ane

rA C L ,  C oPP
� C ontrol l ing m cas t s tate

SENDER REC EI V ER

RP

DR DR

m c a s t
m c a s t

I G M P
M L D

P I M

M SDP
o t h e r

d o m a i n s

m c a s t

P I M
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� C ontrol l ing m cas t s tate
ip multicast route-limit;  
no ip sap listen;  
ip multicast mrinf o-f ilter;   ( note: permit/ deny counter intuitiv e)



Securing th e 
Network

� ip m ul ticas t group -range  < s td-acl >  ( onl y  ip v 6 today )
glob al;  limits * all*  mcast operations,  plus data plane.

� ip m ul ticas t b oundary
interf ace;  

SENDER REC EI V ER

RP

DR DR

m c a s t
m c a s t

I G M P
M L D

P I M

M SDP
o t h e r

d o m a i n s

m c a s t

P I M
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permit only groups you need;  deny auto-R P;
can deny ( * , G )  b y “ deny ip h ost 0.0.0.0 any”

� ip m s dp s a-l im it
R ate limit “ source activ e” messages inter-domain. 

(224.0.0/24) Local Network Control Block
…
224.0.0.1 3  A ll P I M  R ou ters  
…
224.0.0.22 I G M P



Send er /  Source 
I ssues
� U nicas t f e ature s ,  re com m e nde d:

S ource address spoof ing prev ention: A C L s,  A A A ,  uR PF . 
I nf rastructure A C L  ( iA C L )

� F il te ring p e rm itte d s rc � m cas t group
part of  normal interf ace A C L

SENDER REC EI V ER

RP

DR DR

m c a s t
m c a s t

I G M P
M L D

P I M

M SDP
o t h e r

d o m a i n s

m c a s t

P I M
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part of  normal interf ace A C L



R eceiv er I ssues:  
C ontrolling I G MP / ML D
� W ith out IG M P /M L D ,  cannot re q ue s t s tre am s

� N o data plane security req uired in principle 
� F ocus on I G M P/ M L D

� H os t doe s n’ t ne e d m cas t:  Bl ock IG M P /M L D
I Pv 4 : I G M P is an I Pv 4  protocol type ( I Pv 4  procotol 2 )

SENDER REC EI V ER

RP

DR DR

m c a s t
m c a s t

I G M P
M L D

P I M

M SDP
o t h e r

d o m a i n s

m c a s t

P I M
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I Pv 4 : I G M P is an I Pv 4  protocol type ( I Pv 4  procotol 2 )
I Pv 6 : M L D  is carried in I C M Pv 6  protocol type pack ets

� F il te r s p e cif ic IG M P  ty p e s  ( s e e  ne x t s l ide )  
� C ontrol  IG M P  on s w itch :  

R outer G uard: def ine h ost port ex plicitely
I G M P snooping ( enf orce a minimum v ersion of  I G M P)



I G MP  I nterf ace P acket F iltering 
( d ata p lane)  

ip access-list ex tended igmp-control
…
deny   igmp any any pim !  N o PI M v 1
deny   igmp any any dv mrp !  N o D V M R P pack ets
deny   igmp any any h ost-q uery !  D o not use w ith  redundant routers
permit igmp any h ost 2 2 4 .0.0.2 2 !  I G M Pv 3 memb ersh ip reports
permit igmp any any 1 4  !  M trace responses
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permit igmp any any 1 5   !  M trace q ueries  
permit igmp any 2 2 4 .0.0.0 1 5 .2 5 5 .2 5 5 .2 5 5  h ost-q uery !  I G M Pv 1 / 2 / 3  q uer.
permit igmp any 2 2 4 .0.0.0 1 5 .2 5 5 .2 5 5 .2 5 5  h ost-report !  I G M Pv 1 / 2  reports
permit igmp any 2 2 4 .0.0.0 1 5 .2 5 5 .2 5 5 .2 5 5  7  !  I G M Pv 2 leav e messages
deny   igmp any any !  I mplicitly deny unicast I G M P h ere!
…
permit ip any any !  Permit oth er pack ets

interf ace eth ernet 0
ip access-group igmp-control in 



I G MP  F iltering ( control p lane)
� ip  igm p  acce s s -group  < acl >  / ip v 6  m l d acce s s -group

I nterf ace command;
def ines w h ich  groups and sources can b e req uested b y th e 
receiv er.
F or A S M  /  I G M Pv 1 / 2 : source is ignored
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F or S S M  /  I G M Pv 3 : source is f iltered as w ell



A d m ission C ontrol

� G l ob al  and p e r inte rf ace  IG M P / M L D l im its :  
ip igmp limit < n>  [  ex cept < ex t-acl>  ]
ipv 6 mld limit < n>  [  ex cept < ex t-acl>  ]

� P e r inte rf ace  m route l im it:  

SENDER REC EI V ER

RP

DR DR

m c a s t
m c a s t

I G M P
M L D

P I M

M SDP
o t h e r

d o m a i n s

m c a s t

P I M
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� P e r inte rf ace  m route l im it:  
ip multicast limit [  rpf |  out |  connected ]    < ex t-acl>  < max >

� Bandw idth  l im its :  
ip multicast limit cost < ex t-acl>  < multiplier>



P I M Security
� PI M  can b e b lock ed at th e edge;  only used internally.
� R ate limiting PI M  register messages f rom D R  to R P

ip pim r e g is t e r -r a t e -l im it  
� On R P: 

ip/ ipv 6 pim a c c e pt -r e g is t e r  l is t  < a c l >   ( a c l l is t s  s o u r c e s )

SENDER REC EI V ER

RP

DR DR

m c a s t
m c a s t

I G M P
M L D

M SDP
o t h e r

d o m a i n s

m c a s t

P I M P I M
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ip/ ipv 6 pim a c c e pt -r e g is t e r  l is t  < a c l >   ( a c l l is t s  s o u r c e s )
( n o t e :  c o n t r o l  pl a n e  f e a t u r e ;  D o S  v e c t o r )

� I nterf ace b ased PI M  neigh b or f iltering:
ip pim n e ig h b o r f il t e r  < a c l >   

� A uto R P security
ip pim r p-a n n o u n c e -f il t e r  r p-l is t  1  g r o u p-l is t  2   � o n  M a ppin g  A g e n t

� B S R control ( f ilter B S R messages on domain edge)
ip pim b s r -b o r d e r   



M-V P N
Securit y
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Securit y



I nternet S erv ice 
Prov ider

I nternet C ustomer V PN  C ustomer 
I nternet C E

V PN  

MP L S V P N:  Z ones of  T rust
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PE PEP P C ustomer PEC ustomer 

V PN
C ustomer 

V PN  
C ustomer 

� A s s um p tion:  E ach  z one  is  in its e l f  s e cure
� P roce dure :  e x am ine  inte rf ace s  b e tw e e n z one s !



Sep aration with  MV P N:  
B etween V P Ns,  and  V P N and  I nternet
� U nicas t traf f ic re m ains  s e p arate ,  as  in s tandard 2 5 4 7

T h is includes unicast PI M  pack ets: H andled per ( M ) V R F
� E v en spoof ed PI M  w ill remain w ith in V PN ;  control plane 
inf ormation h andled in M V PN  contex t only.

� T raf f ic � M ul ticas t addre s s e s
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A lso stays w ith in th e V PN
� E ach  V PN  may use th e same mc groups
� E ach  V PN  may use mc groups w h ich  are used also on th e 
core ( f or I nternet mc f or ex ample)

Sep arat io n f o r unicas t  and  m ul t icas t  
t raf f ic b et w een ( M) V P N s ,  and  co re



A d d ress P lanes:  T rue Sep aration f or 
unicast and  m ulticast!

V P N 2 addre s s  s p ace
0.0.0.0 – 25 5 .25 5 .25 5 .25 5

V P N 1 addre s s  s p ace
0.0.0.0 – 25 5 .25 5 .25 5 .25 5

C E

C E

C E

C E

including mc addresses
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core address space
0.0.0.0 – 2 5 5 .2 5 5 .2 5 5 .2 5 5

0.0.0.0 – 25 5 .25 5 .25 5 .25 5C E

PE

C E

� �� �� �� �

PEP

P E -C E  
in t e r f a c e s  b e l o n g  

t o  V P N .
O n l y  a t t a c k  

po in t ! !control plane

sev eral data 
planes

including mc addresses

including mc addresses



I nterf ace P E -C E :  MV P N Non-T h reats

F or M V P N s p e cif ic traf f ic f l ow s :
� P IM  b e tw e e n C E  and P E  ( control  
p l ane )  

One M V PN “ controlling” anoth er 
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One M V PN “ controlling” anoth er 
M V PN th rough  f ak ed PI M  messages 
M V PN and core mc interf erence

� M ul ticas t traf f ic ( data p l ane )
S ending /  receiv ing data traf f ic ( mc)  
to /  f rom anoth er M V PN or core

I ntegrity b reach es 
cannot h appen due to 
contex t separation



I nterf ace P E -C E :  MV P N P ossib le T h reats
F or M V P N  s p e cif ic traf f ic f l ow s :
� P IM  b e tw e e n C E  and P E  
( control  p l ane )  

F looding w ith  control messages 
� D oS
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� D oS
� M ul ticas t traf f ic ( data p l ane )

F looding w ith  data messages 
� D oS

F l o o d ing m us t  b e co nt ro l l ed  o n 
co nt ro l  p l ane and  d at a p l ane



A ttacks against P E :
F aked  P I M p ackets  (Hacker’s Goal: Integrity Breach)

� A l l  P IM  m c p acke ts  are  l ink l ocal
� A ttack s must originate on th e same sub net ( or C E  
must b e compromised /  f aulty)

� V arious  attacks  p os s ib l e
F orged j oin/ prune,  h ello,  assert,  B UT :

core
PE

mcast
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F orged j oin/ prune,  h ello,  assert,  B UT :
A ll attack s h av e only local ef f ect ( th is V PN )

� F ake d P IM  unicas t p acke ts
A lso remain w ith in th e contex t of  th e V PN

N o  int egrit y  b reach  o n o t h er ( M) V P N s  o r 
MP L S co re p o s s ib l e (d u e to s ep arati on)

V PN
C E

B ut … see nex t slide …



A ttacks against P E :
D oS with  P I M p ackets

V arious  D oS  attacks  p os s ib l e
� F l ooding of  p acke ts  

� C PU ov erload on PE
� F l ooding of  s tate  

core
PE

mcast
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� F l ooding of  s tate  
� memory ex h austion on PE

D o S A t t ack s  can af f ect  o t h er V P N s  o r 
t h e co re!  (s i nce th e P E  h as  s h ared  CP U  / m em ory )

V PN
C E

But:  T h is  can b e  s e cure d!  S e e  ne x t s e ction!



A ttacks against P E :
D oS with  Multicast D ata T raf f ic
� H ow  w oul d y ou f l ood w ith  m cas t traf f ic?

J ust send it?  F rom many sources?  H igh  b andw idth ?  
� N o,  mcast traf f ic is only sent if  th ere are receiv ers
� Y ou w ould h av e to create b oth  senders and receiv ers
� N ot easy
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� N ot easy
� C ounte rm e as s ure s :  

R ate-limit mcast traf f ic
per router
per interf ace
I n M V PN : per M D T  R E C O M M E N D E D !



Securing th e P E :  B est P ractices
A v oid  R P  on P E
R e as on:  h igh e r e x p os ure  to D oS  agains t P E
� R P  re ce iv e s  j oin/p rune  m e s s age s

T h reat: A ttack er sending large v olume of  ( * , G )  j oin/ prunes w ith  
spoof ed addresses. 
C an only b e controlled at th e edge � H ard to control
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C an only b e controlled at th e edge � H ard to control
R ate-limits? ? ?

� R P  re ce iv e s  re gis te r / re gis te r-s top  m e s s age s
T h reat: F ak e register messages
S olution: F ilter ip pim accept-register,  if  D R s are k now n
S olution: ip pim register-rate-limit on D R s ( if  D R s are trusted)



Securing th e P E :  B est P ractices
A v oid  src/ rec d irectly  connected  to P E
R e as on:  h igh e r e x p os ure  to D oS  agains t P E
� A dditional  p rotocol  ne e de d ( IG M P )

A dditional ex posure
H ard to secure
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� IG M P  p e r inte rf ace  s tate  l im it can s e cure  th is
� IG M P  A C L  p e r group  al l ow e d can b e  v al id s e rv ice  
of f e ring 

� P E  as  l as t h op  not re com m e nde d



Securing P I M
� N e igh b or f il te rs  ( onl y  al l ow  know n P IM  ne igh b ors ) :

ip pim neigh b or-f ilter  � R ecommended
� O n R P :  F il te r on ( S ,  G )

ip pim accept-register  � R ecommended

© 2006 Cisco Systems, Inc. All rights reserved.SE C-201 5 28Cisco P u b lic

� M route tab l e  s iz e  can b e  l im ite d

� N e igh b or auth e ntication:
PI M  does not h av e M D 5 auth  b uilt in
R F C : “ may use I Psec A H ”
S olution: G E T  V PN



Securing th e I nternet A ccess:  
MD T  T ree G roup  A d d ressing
� M P L S  core  runs :

M D T s f or each  M V PN  ( at least one)
� E ach  M D T  uses one mcast group
plus possib ly “ nativ e” core mcast ( I nternet mc)
� Using potentially all mcast groups
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� Using potentially all mcast groups
� D e s ign R e com m e ndations :  

A v oid “ nativ e” mcast on same core as M V PN  ! ! !
M D T  groups sh ould use priv ate mcast addresses,  to av oid 
ov erlap w ith  “ nativ e” mcast
G roups used b y M D T s must b e f iltered ingress f rom I nternet /  
peers



Multicast V P N – Sum m ary
� E ach  V P N  can us e  m ul ticas t inde p e nde ntl y

S ource and group may ov erlap w ith  oth er V PN
D if f erent PI M  modes can b e used 

� V P N s  re m ain f ul l y  s e p arate d
N o reach ab ility b etw een V PN s,  unicast or multicast
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N o reach ab ility b etw een V PN s,  unicast or multicast
C annot spoof  oth er V PN ,  unicast or multicast

� M P L S  core  re m ains  s e cure
N ot attack ab le f rom V PN s,  unicast or multicast
H ow ev er: D oS  of  PE  migh t af f ect oth er V PN s on th at 
PE ,  th is must b e secured specif ically
C ore cannot b e spoof ed



Mul t icas t  
and  I P s ec
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and  I P s ec



Multicast and  I P sec
� G E T  V P N  / G D O I:

G roup S A  to encrypt mcast streams
� U s ing G E T  V P N  / G D O I f or auth e ntication

OS PF ,  PI M ,  etc
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S ee I E T F msec w ork ing group



G roup  Security  F unctions

G r o u p
M e m b e r

K e y  Se r v e rK ey S erv er
• V alid ate Grou p  M em b ers
• M anage S ecu rity P olicy
• C reate Grou p  K eys
• D istrib u te P olicy /  K eys

R ou ting M em b er
• F orw ard ing
• R ep lication
• R ou ting
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G r o u p
M e m b e r

M e m b e r

G r o u p
M e m b e r

G r o u p
M e m b e r

Ro u t i n g
M e m b e r s

Grou p  M em b er
• E ncryp tion D ev ices
• R ou te Betw een S ecu re /  U nsecu re 
R egions
• M u lticast P articip ation



R ef erences &  F urth er R ead ing
� Ci s co M u lti cas t S ecu ri ty

h t t p : / / w w w .c i s c o .c o m / e n / U S / p r o d u c t s / p s 6 5 9 3 / p r o d u c t s _ i o s _ p r o t o c o l _ g r o u p _ h o m e .h t m l
� P I M -S M  P rotocol S p eci f i cati on

R F C 4 6 01 ,  e x t e n s i v e  s e c u r i t y  s e c t i o n !
� I E T F M s ec W orki ng  G rou p

h t t p : / / w w w .i e t f .o r g / h t m l .c h a r t e r s / m s e c -c h a r t e r .h t m l
� h ttp : //www.s ecu rem u lti cas t.org /

© 2006 Cisco Systems, Inc. All rights reserved.SE C-201 5 34Cisco P u b lic

� h ttp : //www.s ecu rem u lti cas t.org /
� “ M u lti cas t S ecu ri ty :  A  T ax onom y  and  S om e E f f i ci ent Cons tru cti ons ” ,  R an Canetti  et 

al.,  1 9 9 9
h t t p : / / w w w .i e e e -i n f o c o m .o r g / 1 9 9 9 / p a p e r s / 05 d _ 03 .p d f

� V ari ou s  p ap ers  on M u lti cas t S ecu ri ty
http://www.cisco.com/en/US/products/ps6593/prod_white_papers_list.html

� W P :  “ T h e M u lti cas t S ecu ri ty  T oolki t”
http://www.cisco.com/web /ab out/security /intellig ence/multicast_toolk it.html

� M u lti cas t S ecu ri ty  NW  2006  P res entati on
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537 /ps6552 /prod_presentation0 90 0 aecd8 0 6694 df .pdf


