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— Ingeniero, se cayo el servidor.
— Pues reinicielo.
— Ehh, bueno, como le explico...

Juentl




Juenti OBJETIVOS

Planificar el crecimiento de la red

/ Reaccionar rapidamente ante incidencias

/ Proactividad ante futuros problemas




01 HERRAMIENTAS




Juenti NUESTRA RED

/ No somos el tipico telco

/ 3 centros de datos (Miami,
Londres, Madrid)

Equipamiento de red

Switching de red (multiproveedor)
Routing BGP a internet

Firewalls
Balanceadores




Juenti FILOSOFIA

/ Herramienta Unica para todo: sistemas, aplicaciones, red

/ Modular: mayor adaptabilidad

Funcionalidades:

- Recopilar informacion con SNMP
- Graficar la informacion relevante
- Generar alertas y alarmas
- Sin molestia: baja prioridad
- Con molestia: alta prioridad




.Tuentl Prometheus

/Captura y almacenamiento de métricas
- snmp-exporter

/PromQL

- Procesado de métricas
- Generacion de alarmas

Alarmas:

- Baja gravedad: Slack
- Alta gravedad: PagerDuty




.Tuentl Grafana

Representacion grafica
- Multiples tipos de grafico
Integracion con Prometheus de fabrica

Visualization Q|

Graph Singlestat

il LS

Plugin list

Heatmap

Dashboard list




.Tuentl Alarmas

/Multiples tipos de alarmas

- Correo

- Slack

- PagerDuty
- Pushover
- OpsGenie

Alarmas:

- Baja gravedad: Slack
- Alta gravedad: PagerDuty




QUE
0 MONITORIZAR




.Tuentl Switches: lo obvio

- Trafico interfaces
- Avisar de saturacion
- Errores en interfaces
- Cualquier cantidad >0
- Caidas de interfaces
- Equipos que no responden
- Really Fer?




oTuentl Switches: no tan obvio

- (CPU)
- (Memoria)
- Tabla de MAC address




oTuentl Switches: molaria

- Flapping de una interfaz

- No hay MIB para eso
- Trafico cero

- Puede ser en interfaces de backup o gestion
- Incrementos o descensos bruscos de trafico

- Si trafico cero, cualquier cosa es brusca




.Tuentl Routers: lo obvio

- Trafico interfaces

- Errores en interfaces

- Caidas de interfaces

- Equipos que no responden




oTuentl Routers: no tan obvio

Rutas IPv4

- CPU

- Memoria
. Sesiones BGP (OSPF, IS-IS) 745548
- Tamano tabla de rutas

Uso de CPU
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07:30 08:00 [0 x 10:00 10:30 11:00 11:30 12:00 12:30
== {cpmCPUTotallndex="1"instance="80.66.112.21"job="cisco”} == {cpmCPUTotalln¢ instance="80.66.112.21"job="cisco’} == {cpmCPUTotalindex="3"instance="80.66.112.21"job="cisco’}
= {cpmCPUTotallndex="4"instance="80.66.112.21"job="cisco’} == {cpmCPUTotalindex="5",instance="80.66.112.21"job="cisco’}




oTuentl Routers: molaria

- Flapping de una interfaz
- Trafico cero
- Incrementos o descensos bruscos de trafico




Juentl

. Pero en todas las interfaces?
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Juenti Pasos

1. Instala prometheus
2. Instala alertmanager
a. Enlazado con prometheus
3. Instala snmp_exporter
a. Enlazalo con prometheus
b. Configura los dispositivos
4. Instala Grafana
a. Enlazalo con prometheus



Juenti ||nstala prometheus

Paquete precompilado

- Mac

- Linux

- Windows
También disponible como Docker
En el mismo sitio alertmanager
https://prometheus.io




Juenti |Instala snmp_exporter

- Paquete precompilado
- https://github.com/prometheus/snmp_exporter

- Enlace con Prometheus
- Unalinea



https://github.com/prometheus/snmp_exporter

JJuenti | Configura los dispositivos (1)

modules:
ciscocatalyst:
walk:
- Crear archivo de generacion SNMP (1 por tipo de dispositivo) - sysUpTime

- sysDescr

- Ejecutar generator sobre generator.yaml ~ ifType

- Copiar snmp.yaml al directorio de config - %?S“u ,
- ifSpee

- ifPhysAddress
- ifAdminStatus
- ifOperStatus
- iflLastChange
- ifInDiscards

lookups:

- source_indexes: [ifIndex]
lookup: ifDescr
drop_source_indexes: false

-source_indexes: [ifIndex]
lookup: ifName

drop_source_indexes: false
auth:
community: public




Juent ‘Configura los dispositivos (2)

- job_name: cisco
scrape_interval: 60s

- Enla configuracién de Prometheus scrape_timeout: 60s

static_configs:

- Referenciar el modulo snmp.yaml| ~ targets:
- Anadir lista de IPs de equipos - 12;0;
- 192.0.2.11
- 192.0.2.21
- 192.0.2.31
- 192.0.2.41
metrics_path: /snmp

(]
0
0
[

params:
module: [cisco]
relabel_configs:
- source_labels: [__address__]
target_label: _ param_target

- source_labels: [_ param_target]
target_label: instance

- target_label: _ address__
replacement: 127.0.0.1:9116




Data Sources / Prometheus

Tuents [instala grafana [

Prometheus Default

HTTP

- Paquete precompilado - v/
- También disponible como Docker

- Una linea de configuracién -
- Configurar graficas
- Definiciones genéricas: una i
grafica para todos los routers i sl
e interfaces TLS Client Auth With CA Cert

Server (Default)

Skip TLS Verify

Forward OAuth Identity

Scrape interval
Query timeout

HTTP Method

Juentl



Juenti | Queries

Prometheus Alerts Graph Status ~ Help

_ N avegador integ r,ado O Enable query history o
ifHCInOctets Resclton: 145

- Peticiones con PromQL

@ - insert metric at cursor - *

Graph Console

« »
| Element Value
ifHCInOctets{ifAlias="*| 0
1"ifDescr="GigabitEthg
| ifHCInOctets{ifAlias="* job="cisco"} 61376252125
ifHCInOctets(ifAlias="* "cisco"} 942951295487
| ifHCInOctets{ifAlias=""* ="cisco"} 16576933689

ifHCInOctets(ifAlias="* 5958477634
** ifDescr="GigabitEth

ifHCInOctets{ifAlias="*| job="cisco"} 645947252063
ifHCInOctets{ifAlias="* " job="cisco"} 261947683196
ifHCInOctets{ifAlias=""* "cisco"} 273886369463

| ifHCInOctets(ifAlias="* isco"} 585023540991380
ifHCInOctets{ifAlias="* 225842442434

| **ifDescr="GigabitEth

| ifHCInOctets{ifAlia: 1"job="cisco"} 110693725569




Juenti | Queries

Prometheus Alerts Graph Status ~ Help

O Enable query history

Load time: 17ms

rate(ifHCInOctets{ifAlias="** *",ifDescr:"GigabitEthernetd/Z‘l”,iflndex:"‘l90",ifName=“G\'4/21",instance:":,',jobz"cisco"}[Sm]) , Resolution: 172s

Total time series: 1
m - insert metric at cursor -

Graph Console

=  12h + « » O stacked




Juenti ‘Queries to Grafana

@ Routers core -
Device _ Interface  Gid/21 ~

Interface Gi4/21

12:00 : 13:30 14:00

== In GigabitEthemet4/21 ('_RGe-V!/s ™) == Out GigabitEthemet4/21 ('"-! Ge-1/1/6 %)

Queries to default

rate(ifHCInOctets{ifName="$Interface",instance="$Device",job="cisco"}[5m]

()
® -
®

In{{ifDescr)} (({ifAlias)}) ~ © Minstep ©  Resoltion 1/1 Time series v Instant

rate(ifHCOutOctets{ifName="$Interface", instance="$Device",job="cisco"}[5m])|

Legend  Out {{ifDescr)} ({{ifAlias})})) ©  Minstep ©  Resolution 1/1 Time series »  Instant

Min time interval € Relative time Time shift

| Juentl




.Tuentl Alarmas en Slack

9 AlertManager APP
[FIRING:3] CiscoNxosUnsavedConfig (Unsaved configuration in Cisco Nexus swith)

Alerts Firing:

- [WARNING]: Cisco Nexus switch ne
configuration changes for more than 2

- [WARNING]: Cisco Nexus switch ne
configuration changes for more than 2

- [WARNING]: Cisco Nexus switch ne
configuration changes for more than 2

m has unsaved

has unsaved

has unsaved

Ayer

9 AlertManager APP
[RESOLVED] CiscoNxosUnsavedConfig (Unsaved configuration in Cisco Nexus swith)

Alerts Resolved:
- Cisco Nexus switch nex has unsaved configuration

changes for more than 2
- Cisco Nexus switch ne .com has unsaved configuration changes

for more than 2 hours
- Cisco Nexus switch n
| for more than 2 hours.

.com has unsaved configuration changes




Juentl

Servicio de alarmas

- Escalado de alarmas
- Escalado del equipo

Ejemplo de alarma

all Tuenti = 12:41

Incident #73439

fwint- |

keepalive : No keepalive sent from

1 alert

Incident Details

IMPACTED SERVICES
NOC managed services

CHECK

{
executed =
handlers = (
default,
hwops
)i
history = (
0,
0

1

ADD NOTE



.Tuentl Ejemplos de escalado

Caida de sesion
- >10 min: Major
CPU elevada

- >80% 15 min: Major
- >95% 15 min: Critical

g AlertManager APP 01:14
[FIRING:1] CiscoAsr1kBgpStateNotEstablished @ Idn-|
[MAJOR]: Cisco ASR 1K router Idn-| has a BGP peer

(158.230.89.237) in state 1 for more than 10 minutes.

Incident #73439



Juenti Dos niveles de alarmas

- MAJOR: avisa por Slack
- CRITICAL: Avisa por PagerDuty
- Misma alarma, dos niveles:
- Interfaz caido 10 minutos: Mayor
- Interfaz caido 30 minutos: Critical
- Tipo de interfaz




Juenti Configuracion alertmanager

global:
smtp_from: 'Alertmanager <alarmas@tuenti.com>’
route:
receiver: oncall
receivers:

- name: oncall
email_configs:
- to: fgarcia@tuenti.com'
from: 'alarmas@tuenti.com'
smarthost: "smtp.gmail.com:587"
auth_username: "alarmas@tuenti.com"
auth_identity: ""
auth_password: "XXXXXXXXXXXXXXX"
require_tls: true




Juentl

Clasificacion interfaces

description #T:CORE#S:1#U:BGP to Telefonica#

CORE

PROD

PRE L
Description

MGMT 0= shutdown P

TEST 1= no shutdown

FREE




Juenti Alertas

- alert: CiscoIfInTraffic
expr: rate(ifHCInOctets{ifAlias=~".*#T:CORE#.*|.*#T:PROD#.*",job="cisco"}[5m]) / (ifHighSpeed * 1250) > 95
for: 10m
labels:
severity: critical
annotations:
summary: Cisco router interface input traffic
description: "Cisco Router {{ $labels.instance }} interface {{ $labels.ifDescr }} ({{ $labels.ifAlias }}) input traffic was over 95% of
total interface capacity for more than 10 minutes”




04

RECURSOS



Juentl

Prometheus: https://prometheus.io
snmp_exporter:https://github.com/prometheus/snmp_exporter

Graphana: https://grafana.com
Y este libro:

Prometheus
Up & Running

M PASTRUCTURE AMD APPLICATION PLEY OFRMANCE VOMTORING



https://prometheus.io

Tuenti |



