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Netflix Era Trend #1

Traffic concentrates in a small amount of big sources

100%

90%
2009 > 2019
From web browsing
to social media,
video streaming
and online gaming

70%
60%
50%
40%
30%

Cumulative distribution

20%
10%
0%

NETFLIX Youilll) Google |,
spotify T hulu

amazon pandora facebook
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5 sources = 50 %

Number of ASN
2019
— 2009
50 100 150 200
150 sources = 50 % of traffic
Source: Data from SIGCOMM 2010 “Internet Traffic” and ongoing Nokia Deepfield research
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Netflix Era Trend #2
Traffic moves to CDNs

100 Growth CDN 2009 - 2019

75

Typically > 80% of
50 consumer traffic
sourced from CDNs

25

0 .

2009 2011 2013 2017 2018

Source: Data from SIGCOMM 2010 “Internet Traffic” and ongoing Nokia Deepfield research

CDN as percentage of consumer traffic

(Mix of off-net and local on-net caches)
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Netflix Era Trend #3
Traffic is far more difficult to predict

NETFLIX

A New
episodes

\

Small number of players
(or incidents)
* trigger HUGE traffic bursts...

» shift vast volumes of content
between PoPs/CDNs...

Traffic

Time
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Netflix Era Trend #4
Speed and latency matter: Performance emerges as key driver over cost

< ? REV'EWS‘”g Phone Plans TV Service Internet Home Security Search for a produst or

ISP LEADERBOARD - JANUARY 2019 SHOW SMALLER ISPS

RANK ISP SPEED Mbj PREVIOUS RANK CHANGE RIS
e [ e | cotie | o5t | st | wisks h p .
1 Comcast 4.46 4.51 |:| g
so don't lef your Infernet s
2 Verizon - FiOS 4.46 4.51 -1 D
3 Cox 4.46 431 D RUNNER UP RUNNER UP
4 Spectrum 4.43 4.48 \:‘
. g °
Verizon Fios optimum

5 Optimum 4.39 4.45 \:‘
6 Mediacom 4.31 4.35 |:|

AT&T - U-
8 4.15 4.30

verse

Source: https://ispspeedindex.netflix.com/country/us/ Source: https://www.reviews.org/internet-service/best-internet-gaming/
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For planning you need to understand the nature of the content running over
the network

Get a DPl_lIke V|eW of Show ¢ 1 ¢ to 10 : » of100(imit10) Update Recelved bps (Average) = Sentbps (Average) = | Site - R
applications running over your
network...

...with either a complete network £
view...

...or just a particular region /
node

[l | || l
||||l|||| | I | I

et & oyt iy
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7

Internet-wide view
Traffic delivery chain for Top 4 gaming applications

Top 4 gaming
applications in your
network

playstation.com °

What CDNs are
sourcing the traffic?

What transit
rs they use to
your network?

Through which

How do the
through
to subscrit

And through the entire delivery chain: origin, CDN, Peer, Core, Edge
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For planning you need to understand the impact of new services in the

network

The traditional view: bulk traffic
measurements on a link or node
level does not tell you what'’s
driving events.

You need visibility at Service
level: traffic levels per
application (and additionally
segmented by other dimensions
such as region, node, peer...)

8 © 2019 Nokia

+ & 10% increase over normal pattern x
What is going on? Ingress bps (Average) = Egress bps (Average) = | 3>

2hm Py 7, e e S = e
LA/ A AN AL A A AR At s
= Egress bps (Average)  — Ingress bps (Average)

Answer: Twitch-broadcasted event:
+ 2 from 50Gbps average to 200Gpbs ol
400% increase Ingress bps (Average) = Egress bps (Average) * | Site - 3

Aadbdd

2 jum 4 Jun 6 Jum 8 jum 10 jun 12 jun 14 jun 16 Jun 18 jun 20 jum 22 pum 24 Jan

AVAVAVAVAVAVA VAW AV AVAV AV VAW AW Ve W WA e A

® twitch tv
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For planning you need to understand the impact of the Internet supply chain
(origin / CDN / peer) in the network

The traditional view:
overcapacity on peering links.
But what is causing it?

The Internet Chain view: caused
by sports video traffic from
competitor source through 3
different CDNs and 5 different
peers

\ideo...com, Compelitor-XYZ, CompefitorABC video.....com, Competitor-XYZ , Telia-1299
5.3 Gbps, 4% 69.5 Gbps, 50%
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Need to be aware on OTT perceived quality for network subscribers

. Game of Thrones » Season 7 > Episodes

$07 E07 - The Dragon and the Wolf S07 E03 .The Queen's Justice
Get detailed reports on o m— p—
bandwidth consumed for each — —
. .. SD7E05}\ F?skwa\ch 5(3‘7501‘(3@90"5!0-’!5
service (and additionally bl

S07 E04 - The Spoils Of War

segmented by other dimensions T
such as region, node, peer...)

W

3. Jul 10. Jul 17. Jul 24. Jul 31 ul 7. Aug 14. Aug 21. Aug 28. Aug 4. Sep 11. Sep 18.Sep  25.Sep
10 jul WM—MWQ»L_J’W = lgigen—
Recv bps (max) — Recv bps (avg)

Augment with QoE information S .
for each service: how many )
subscribers are using it, what is s |
the ABR per subscriber N ET “““ ““N““
I” ..................................|.|..l..l....|||.n||un||||un|||||||||||||||||\|||N||| N|||N|\||\|N|N||||7||\|N|\||\|N|| |||W|“| N|||||||||||I||||||||uum.m......... __

08:00 CET 10:00 CET 12:00 CET 14:00 CET 16:00 CET 18:00 CET 20:00 CET 22:00 CET 22 jan 02:00 CET 04:00 C 08:00 CET

08:00 12:00 15:00 18:00 21:00 22.Jan i~

Received stream bps (Average) [l Stream count (Sum)
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Need to be aware also per-subscriber or per-subscriber profile basis

Brf profile [L]

Get detailed reports on [Fiber 1 : ' . ' ' |  357.06bps
: |Fiber2 227.4Gbps
bandw'ldth con;umed for each IFiber 3 —
subscriber-profile (and (Copper1 6.7Gbps
HE Copper 2 5.8Gbps
addltlorjally segmented by other :CopperS —
dimensions such as service, (Copper4 4.6Gbps

. . . Co 5
application, region, node, peer...) it Bk

‘Mini 1 987.3Mbps
Rest

27.2Mbps

1 ' ' D ' ' ' g
oo 220 o000 oA e o800 1200 W00

Sites

= 1750

. . L. hetﬂlx.ct;m - .‘ Lok r El 27.1I ‘. —[ i = 1
Drill down to individual facebookcom EIATERE ! 1

yout! ube#ﬁl b Mbps

subscriber level ( with compliant appie com | sombs

otﬁ'.akamainet

GDPR ) to help your operations soogiecom TITL s

other | 103.8Kbps

team qUICkly |dent|fy ssl.akamai.net | *T,ZKbps

witchtv | ! ]

performance issues T

bytedance.com 11 1 I

other.level3cdn.com .l _I
|stream.ngs.pt L I[
whatsapp.com | 124.3Kbps
connecl.fa:ehook.\iom 1 i 161 13“,5
p*p ! 8.7Kbps
spmiry#om

ssl.cloudfront.com L 204.8Kbps |
icloud.apple.com ] 208.7Kbps

openload.co 1. 1:8Mbgs |
; "
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Need to understand how does a Video services are affected from network

outage
[ . 1.9Gbps
I, 1.9Gbps
[ . 1.8Gbps
L 'S 2.0Ghps
N 1.6Ghps
I, 1.8Gbps
i i I 1.7Gbps
Get information about the I, ——
impact of a network outage on —q."_ —_—
specific services and areas of the I 1.7Gbps

P . ) . [ ] 1seps  CMTS-01 affected

network — either in real-time or 7 pr—
as part of a forensic analysis I 1.86bps
. ] 1.7Gbps
_k 1.5Gbps
—I < e
| ] 1.4Gbps
[ ™. 1.3Gbps
v 1.3Gbps
[ W 1.4Gbps
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Need to know impact on particular subscribers

Get information about the
impact of a network outage on
specific subscribers - either in
real-time or as part of a forensic
analysis

from users in CMTS-01
affected
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Need to react accordingly

Traditional alarms focus on
network element failure, but
what about service impact?

] 1.9Gbps
| ] 1.9Gbps
] 1.8Gbps
[ W 2.0Gbps
[ N 1.6Gbps
I, 1.8Gbps
[ W

[,

L[,

Trigger an alarm when traffic
deviates from normal conditions

For any dimension: network,
region, node, application, ABR

1.7Gbps
1.7Gbps

ALARM <Netflix ABR for
CMTS-01 significantly
deviates from normal>

[ ]
]
I
]
|
|
_i 1.6Gbps
]

[ TN
I\,
[ |

1.4Gbps
1.3Gbps
1.3Gbps

1.4Gbps
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For protecting you need to identify potentially infected customers
Who are (unwillingly) attacking the network and other customers

: : : . Unreasonable levels of DNS
Residential loT devices have weak security for a residential subscriber

Can be used by malicious players to launch
very large attacks from within the network

Service providers use Deepfield to track
DDoS traffic sourced from their customers

And mitigate DDoS at the lowest cost/bit

Daily consumption in GB

Users frequently download malware

embedded in applications Android malware generating

a large upstream spike

These can generate abnormal upstream /
downstream traffic which can lead to
revenue loss, increased customer care costs
and churn, if not handled properly

Upstream (GB)

Service providers use Deepfield Subscriber
Intelligence data to identify unexpected
traffic patterns and serve their customers
better

Downstream (GB)

A A A A A A Q & & & 3 <3 3 3 <3 3 o > & &3 & o
S S R I I I R I R R
C T N B I I R R G N T I LA e

USRS I GO GRS N G U I R U G GRS G N N I I LR M G G (N U N O

R R L (X KR S R S S P R T S Sl G Sl N R R
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Protect the network infrastructure and customers
From direct attacks and collateral damage

La rge—scale volumetric Lo { dns_amplification; 1oy acope o0 e e Averae) e E
DDoS attacks hit hard i g
Without the proper
measures, SLAs to L Vg

business customers can |
be breaChed a nd resu It in DZ Nowv 02:00 UTC 04:00 UTC 06:00 UTC 08:00 UTC 10:00 UTC 12:00 UTC 14:00 UTC 16:00 UTC 18:00 UTC 20:00UTC 22:00 UTC 3 Nov
penalties -

Nov 03:00 06:00 o, 09200 12:00 i lasoe J1 18:00 21:00 3. Nov

= dns_amplification

Received bps (Average) Subscriber IP - *

: DDoS attack

With the rise of online |7

gaming comes the
"opportunity”

@

ived bps (Average)]

DDoS as a service is
available from many
booters, to easily kick out
your opponents

Ghps [Rece

°

12:00 WEST 13:00 WEST 14:00 WEST 15:00 WEST 16:00 WEST 17:00 WEST 18:00 WEST 19:00 WEST 20:00 WEST 21:00 WEST 22:00 WEST 23:00 WEST 5 Aug  01:00 WEST 02:00 WEST 03:00 WEST 04:00 WEST 05:00 WEST 06:00 WEST 07:00 WEST 08:00 WEST 03:00 WEST

12:00 15:00 18:00 21:00 5. Aug 03:00 06:00 09:00 -
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Attacks coming from within as well

Q0
SR

m;\\

AN
‘ E"W

AL
g -’

, Cloud based attacks
Subscriber attacks _ 10T botnets

- Hijacked devices

Protecting external (Internet)
boundary no longer enough

Datacenter attacks
- Hijacked servers
17 © 2019 Nokia Nokia para uso exclusivo Telefonica EE ) NOKIA




Cost-effective DDoS protection

Leverage IP network for
volumetric DDoS protection

18

Multi-layer security with
volumetric DDoS attacks
filtered at the IP Edge

Advanced DDoS detection and
automated filter instantiation
on IP Routers (BGP
Flowspec/Netconf)

Interworks with any existing
scrubbing center, while capping
future investments

Works best with very high filter
scale routers (e.g., Nokia FP4)

© 2019 Nokia

Tier-1 Global Provider

Traditional DDoS attack mitigation via off-line scrubbing appliances is too costly to scale as attacks keep growing

Internet

Scrubbing requirements (Gbps)
Scrubbiny
Peerng‘ center €
RO”‘”. ﬁ $$$ 37% Yoy
Malicious traffic
diverted I

Deepfield detects DDoS attacks and leverages IP routers to perform efficient mitigation at the network edge

Internet Scrubbing requirements (Peering filtering)

Savings in scrubbmg capaC|ty

Deepfield
Scrubbin, /|
Peering l cenlerg
Router
Vol lune{rc
attac
fl(ered w ‘

Rest of -
mall:\ous traffic w
verted
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A new approach is needed
Powering a virtuous cycle in the modern network

/\ Automated, policy-driven (SDN)
oJ End-to-end network management

Programming with fine-grained control

Analytics Flow-driven
correlation engine c{O/O telemetry
Deduction and Granular statistics
recommendation and enforcement

Insight Information

End goal: Insight-driven, automated, high-performance networking...

19 © 2019 Nokia
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Nokia Deepfield: Turning network information into actionable insight

20

Internet

+ IPv4/IPVE crawl
+ DNS crawl

* Info from third-
party APls

© 2019 Nokia

Deepfield

- &

Deepfield Deepfield
Cloud Genome® Secure Genome®

Network telemetry:
IP flows

+ BGP

SNMP

DNSflow

gRPC

Enterprise / Custom data:
+ RADIUS/AAA

IP network

« DHCP
+ CDNAPIs

*» Petabyte-scale, big-data
engine

= Powerful, rich, expandable
correlation

« Multidimensional, real-time
analytics

Automation:
» NETCONF
» BGP (RTBH)
+ BGP Flowspec

+ Mitigation diversion

» Active probes data

* Quwilt transparent cache data
+ CDR data

» Other custom data

API

Sy Ave

Insight Analytics Security
Automation:
APl » APl to announce / update

device attributes

.
/
’ \

I ¥

o\

AN /! Q
o,

Orchestration SDN control

| Eﬁj

Network
operations

(D

Customer care /
portals

E@\j

Planning

> No probes
* No DPI

NOKIA
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Copyright and confidentiality

The contents of this document are proprietary
and confidential property of Nokia. This document
is provided subject to confidentiality obligations
of the applicable agreement(s).

This document is intended for use of Nokia’s
customers and collaborators only for the purpose
for which this document is submitted by Nokia. No
part of this document may be reproduced or
made available to the public or to any third party
in any form or means without the prior written
permission of Nokia. This document is to be used
by properly trained professional personnel. Any
use of the contents in this document is limited
strictly to the use(s) specifically created in the
applicable agreement(s) under which the
document is submitted. The user of this
document may voluntarily provide suggestions,
comments or other feedback to Nokia in respect
of the contents of this document ("Feedback").

22 © 2019 Nokia

Such Feedback may be used in Nokia products
and related specifications or other
documentation. Accordingly, if the user of this
document gives Nokia Feedback on the contents
of this document, Nokia may freely use, disclose,
reproduce, license, distribute and otherwise
commercialize the feedback in any Nokia product,
technology, service, specification or other
documentation.

Nokia operates a policy of ongoing development.
Nokia reserves the right to make changes and
improvements to any of the products and/or
services described in this document or withdraw
this document at any time without prior notice.

The contents of this document are provided "as
is". Except as required by applicable law, no
warranties of any kind, either express or implied,
including, but not limited to, the implied

warranties of merchantability and fitness for a
particular purpose, are made in relation to the
accuracy, reliability or contents of this document.
NOKIA SHALL NOT BE RESPONSIBLE IN ANY EVENT
FOR ERRORS IN THIS DOCUMENT or for

any loss of data or income or any special,
incidental, consequential, indirect or direct
damages howsoever caused, that might arise
from the use of this document or any contents of
this document.

This document and the product(s) it describes
are protected by copyright according to the
applicable laws.

Nokia is a registered trademark of Nokia
Corporation. Other product and company names
mentioned herein may be trademarks or trade
names of their respective owners.
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