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Apadrina un Gusano 
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Win32/Conficker 

W32.Downadup  

Net-Worm.Win32.Kido.bt 

Win32.Worm.Downadup.Gen 

Worm.Downadup 

Downup 

Kido 
WORM_DOWNAD 

Win32:Confi 

W32/Conficker.worm  



GORE 3, 11 Mayo 2009 



GORE 3, 11 Mayo 2009 

#1 
Vulnerabilidad 
RPC Windows 
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#2 
Admin Netshare 
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00000, 0000000, 00000000, 0987654321, 11111, 111111, 1111111, 11111111, 123123, 12321, 
123321, 12345, 123456, 1234567, 12345678, 123456789, 1234567890, 1234abcd, 
1234qwer, 123abc, 123asd, 123qwe, 1q2w3e, 22222, 222222, 2222222, 22222222, 33333, 
333333, 3333333, 33333333, 44444, 444444, 4444444, 44444444, 54321, 55555, 555555, 
5555555, 55555555, 654321, 66666, 666666, 6666666, 66666666, 7654321, 77777, 
777777, 7777777, 77777777, 87654321, 88888, 888888, 8888888, 88888888, 987654321, 
99999, 999999, 9999999, 99999999 

a1b2c3, aaaaa, abc123, academia, access, account, Admin, admin, admin1, admin12, admin123, 
adminadmin, administrator, anything, asddsa, asdfgh, asdsa, asdzxc 

backup, boss123, business 

campus, changeme, cluster, codename, codeword, coffee, computer, controller, cookie, customer 

database, default, desktop, domain 

example, exchange, explorer 

files, foobar, foofoo, forever, freedom 

games 

home123 

ihavenopass, Internet, internet, intranet 

killer 

letitbe, letmein, Login, login, lotus, love123 

manager, market, money, monitor, mypass, mypassword, mypc123 

nimda, nobody, nopass, nopassword, nothing 
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#3 
Pendrive 
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Cómo desactivar Autorun: 
http://support.microsoft.com/kb/953252 
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Cómo desactivar Autorun (II) 
http://www.us-cert.gov/cas/techalerts/

TA09-020A.html 
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Cómo desactivar Autorun (ahora sí) 
http://support.microsoft.com/kb/967715 
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¿Eso es todo? 
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•  Se antepone al resolver de DNS: bloquea páginas web que contengan ‘avg.*’, 
‘bit9.*’, ‘ca.*’,‘nai.*’, ‘sans*’, ... 

•  Se inyecta en services.exe / dnsrslvr.dll (Win2000). 

•  Parchea DNSQuery_A(), DNSQuery_UTF8(), DNSQuery_W(), Query_Main() en 
dnsapi.dll via svchost -k NetworkServices (Non Win2000) 

•  Devuelve ERROR_TIMEOUT a consultas de DNS a: avast, avira, clamav, esafe, 
ikarus, gdata, fsecure, microsoft, etc... 

•  Detiene Windows Defender + Autorun 

•  Detiene Windows Security Center Service (wscsvc) 

•  Detiene Windows Autoupdate 

•  Detiene Windows Error Reporting Service (ersvc) 

•  Detiene Wireshark y otras utilidades de debug 
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¿Pero eso sí es 
todo, no? 



GORE 3, 11 Mayo 2009 

#4 
Nombres de 

dominio 
aleatorios 
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HTTP://$IP_DEL_DOMINIO/SEARCH?Q=$CONTADOR 
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Conficker A Conficker B/
C 

Conficker D 

Dominios por día 250 250 50000 

Longitud nombre 8-11 8-11 4-9 

TLDs afectados 5 8 110 
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 ac,  ae,  ag,  ai,  am,  ar,  as,  at,  be,  bo,  br,  
bs,  bz,  ca,  cd,  ch,  cl,  cn,  co,  cr,  cx,  cz,  
dj,  dk,  dm,  do,  ec,  es,  fj,  fm,  fr,  gd,  gh,  
gl,  gr,  gs,  gt,  gy,  hk,  hn,  ht,  hu,  id,  ie,  il,  
im,  in,  ir,  is,  jm,  ke,  ki,  kn,  kr,  kz,  la,  lc,  
li,  lu,  lv,  ly,  md,  me,  mn,  ms,  mt,  mu,  
mw,  mx,  my,  nf,  ng,  ni,  nl,  no,  nz,  pa,  
pe,  pk,  pl,  pr,  ps,  pt,  py,  ro,  ru,  sc,  sg,  
sh,  sk,  su,  sv,  tc,  tj,  tl,  tn,  to,  tr,  tt,  tw,  
ua,  ug,  uk,  us,  uy,  vc,  ve,  vi,  vn,  za  
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NS.0XC0F1C3A5.COM 
NS.0XC0F1C3A5.NET 

NS.0XC0F1C3A5.ORG 
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Conficker Cabal 

M1D Global 
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 Domain ID:  D155329089-LROR  
Domain Name:  PWULRROG.ORG  
Created On:  10-Feb-2009 23:  47:  07 UTC  
Last Updated On:  12-Apr-2009 03:  56:  15 UTC  
Expiration Date:  10-Feb-2010 23:  47:  07 UTC  
Sponsoring Registrar:  PIR Special Projects (R1776-LROR)  
Status:  OK  
Registrant ID:  Special-001  
Registrant Name:  Conficker Cabal  
Registrant Organization:  Microsoft  
Registrant Street1:  One Microsoft Way  
Registrant Street2:    
Registrant Street3:    
Registrant City:  Redmond  
Registrant State/Province:  WA  
Registrant Postal Code:  98052  
Registrant Country:  US  
Registrant Phone:  +1.2023243000  
Registrant Phone Ext.:    
Registrant FAX:    
Registrant FAX Ext.:    
Registrant Email:  cflicker@live.com  
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250.000 $$$ 

REWARD 
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http://es.wikipedia.org/w/index.php?title=Conficker&oldid=25738704 
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 “[…] probably the Downadup G will affect all 
TLDs, instead of only 116, and will generate a 
list of 500,000 random domains a day, instead 
of only 50,000.” 

Marcos Sanz a la lista de correo “CENTR Technical WG”, 15/3/2009 
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#5 
Peer to peer 
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¿Cuántos son? 
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Fuente: F-Secure 
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Fuente: Conficker WG 
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Fuente: Conficker WG 
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Fecha: 21-11-08  
Carmentis (presecure / DFNCERT) 
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Fecha: 20-2-09  
Carmentis (presecure / DFNCERT) 
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Conficker Research Project 
CERT.AT/ZID Universidad Viena 

Contar 
Geolocalizar 
Autonotificar 
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¿Para qué? 
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¿Y ahora? 
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Propuesta CERT.AT 

“I say we take off and nuke the 
entire site from orbit. It's 
the only way to be sure.” 
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•  Nuevas actualizaciones a 
través de las listas de nombres 
de dominio 

•  Atacante inyectará nuevo 
software a través de la red P2P 

•  Contenido: nada bueno 
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Gracias especiales a: 
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Wikipedia Commons  

CENTR 
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