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Goal

e Explain what Data Retention (DR) and Legal
Interception (LI)

* Describe legal aspects and technical
considerations for Spanish Network Service
Providers (NSP)

* Discuss about known issues and hot topics



Chair & Speakers

e Carlos Fragoso Mariscal

Operations Technical Leader CE‘*A
Chair

Legal advisor

 Alfonso Larumbe

Information/Networking Security Consultant
Technical advisor

-  Carlos Alberto Saiz ECU A
E Partner responsible for IT Compliance




DR/LI panel

DR/LI basics
Speakers’ view
Hot topics

Open discussion



DR/LI panel

 DR/LI basics









Data Retention (.ES way)

* Objeto

— Obligacion conservar datos

— Deber de cesion a agentes facultados
* Aplicacion

— Datos de trafico

— Localizacion

— |dentificacion



Data Retention (.ES way)

* Condiciones
— Minimo/Recomendado/Maximo (6 < 12 < 24 meses)
— Fines exclusivos establecidos en la ley

* Sujetos

— Operadores que presten servicios de comunicaciones

electronicas al publico o exploten redes publicas de
comunicaciones (Ley 32/2003 LGT)

* Incumplimiento

— Infraccion penal
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DR/LI panel

* Speakers’ view



Carlos Alberto Saiz
FW
Ecra




Alfonso Larumbe

Information/Networking
Security Consultant



DR/LI panel

* Hot topics



Hot topics

Privacy vs Security
Government subventions and financing

Voice over IP
Cloud Computing
Traffic obfuscation networks: Tor
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DR/LI panel

* Open discussion
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