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What	
  is	
  Incident	
  Response	
  about?	
  

Tools	
  Team	
   Processes	
  

• 	
  Incident	
  Handler	
  
• 	
  Security	
  Analyst	
  
• 	
  Forensic	
  InvesNgator	
  
• 	
  Legal	
  &	
  LEO	
  Advisor	
  

• 	
  Jumpbag	
  kit	
  	
  
• 	
  IntercepNon	
  box	
  
• 	
  PoC/IR	
  environment	
  
• 	
  Forensic	
  staNon	
  
• 	
  Info	
  gathering	
  tools	
  
	
  	
  	
  

• 	
  Evidence	
  acquisiNon	
  
• 	
  InformaNon	
  analysis	
  
• 	
  Reverse-­‐engineering	
  	
  
• 	
  Forensic	
  analysis	
  
• 	
  InvesNgaNon	
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Incident	
  Handling	
  step-­‐by-­‐step	
  

DetecNon	
  
&	
  triage	
   ReporNng	
  

ErradicaNon	
  

Recovery	
  

Analysis	
  

Follow-­‐up	
  

AcquisiNon	
  &	
  	
  
Preanalysis	
  

Containment	
  

NoNficaNon	
  

virtualiza7on	
  
and	
  

How	
  
Cloud	
  Compu7ng	
  
changed	
  the	
  way	
  it	
  works	
  ?	
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VDI	
  

VirtualizaNon	
  TradiNonal	
   Cloud	
  

• 	
  Physical	
  disk	
  cloning	
  
• 	
  Local	
  IR	
  tools	
  
• 	
  Network	
  tap	
  intercepNon	
  
• 	
  FW/IPS	
  containment	
  
• 	
  IP/Domain	
  registries	
  
info	
  gathering	
  
• 	
  Jumpbag	
  kit	
  +	
  Lab	
  tools	
  

• 	
  Snapshot	
  recovery	
  
• 	
  PoC	
  environments	
  
• 	
  VM	
  Cloning	
  for	
  analysis	
  
• 	
  Remote	
  IR	
  tools	
  
• 	
  VIPS/VFW	
  containment	
  
	
  	
  	
  

• 	
  Integrated	
  IR	
  services	
  	
  	
  
• 	
  Outsourced	
  CSIRTs	
  
• 	
  API	
  interface	
  for	
  info	
  
gathering	
  &	
  mgmt	
  
• 	
  Cloud	
  Security	
  Providers	
  
• 	
  Enforce	
  vs	
  management	
  
endpoints	
  
• 	
  Abuse	
  interfaces	
  
	
  	
  

IaaS,	
  PaaS	
  
&	
  SaaS	
  

VM	
  

Incident	
  Response	
  Evolu7on	
  

Private	
  	
  
Cloud	
  

Control	
  level	
  over	
  clouds	
  

Community	
  
Cloud	
  

Public	
  
Cloud	
  

Hybrid	
  	
  
Cloud	
  

Hybrid	
  	
  
Cloud	
  

+	
   -­‐	
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Enterprise	
  

Cloud	
  
Services	
  
Provider	
  

Cloud	
  
Security	
  
Provider	
  

Cloud	
  Incident	
  Response	
  Puzzle	
  

Incident	
  Response	
  Teams	
  

Network	
  Service	
  Providers	
  

Law	
  Enforcement	
  Organiza7ons	
  

xtractr	
  
network	
  forensics	
  tool	
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F-­‐Response	
  
remote	
  incident	
  response	
  tool	
  

Account	
  acNvity	
  logs	
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Cloud	
  CompuNng	
  	
  
Incident	
  concern	
  

What	
  about…	
  
Dark	
  Clouds	
  

?	
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eCrime	
  “Dark”	
  Clouds	
  

IaaS:	
  b
otnet	
  r

enNng
	
  

SaaS:	
  Anonymous	
  transacNons	
  

SaaS:	
  CredenNal/Cred
it	
  Card	
  steal	
  

SaaS:	
  Denial	
  of
	
  Service	
  acacks

	
  

PaaS:	
  Password	
  Cracking	
  

PaaS:	
  Phishing	
  hosNng	
  

PaaS:	
  CAPTCHA	
  resolvi
ng	
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Helping	
  to	
  build	
  a	
  secure	
  informaNon	
  society	
  

info@cesicat.cat	
  -­‐	
  www.cesicat.cat	
  

Do	
  not	
  forget	
  to	
  follow	
  us	
  at	
  your	
  favourite	
  social	
  network…	
  


